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Introduction

Nitro Pro, from Nitro Software, is a popular PDF editing, markup and collaboration application for all
industries. More information on Nitro Pro.

Nitro Pro natively works with CoSign to digitally sign and certify PDF files. It also supports verification of
digital signatures.

Supported File Types

Nitro Pro can be used to convert many different types of files to the PDF format and then sign them.
Supported file types include:

e Word, Excel, PowerPoint, Outlook

e (Create PDF files from scanned images
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Digitally Signing PDF files with CoSign

The following sections detail the steps needed to digitally sign files from Nitro Pro using CoSign.

Configure CoSign Client

First install the CoSign Client software on your Windows PC.

Configure it with a CoSign signing service: your organization’s CoSign Central server or CoSign Cloud.
Check your configuration by digitally signing a PDF document using CoSign OmniSign.

To sign with Nitro Pro, an additional configuration setting is needed:
1. From the CoSign configuration utility, select Client Configuration, then expand the Client settings,
then select Login dialog
Click Set login dialog parameters
3. Uncheck Permit known applications only—it should not be checked

Please see the screenshot below.
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Signing a PDF Document

1. Launch Nitro Pro and open the document you would like to sign.

e

Sign
2. Select FROTECT from the File|Menu, thenselect 7  from the Signatures section of the ribbon,

then select your signature profile.

If you don’t already have a signature profile, create one by selecting Create New Signature profile.

Sign

Dhgially
signesd by
“ ,-n,'ﬂt.,. John Milier
Deale:
2015-01-13
15282

Manage Signature Profiles

Create Mew Signature Profile
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3. After selecting a signature profile, select an area in the document where you would like your
graphical signature to appear.

You will see a Save As dialog. Choose where you’d like the signed version of the file to be stored.

rm Save As
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Save as type: [PDF files (*.pdf) v]

“ Hide Folders [ Save ]l Cancel l
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4. The PDF will be digitally signed. The signed document is shown in Nitro Pro:

m =i - [* ] House architectural overview - MNitro Pro Signed.pdf - Mitro Pro 9 - [m} x
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Adding a Graphical Signature

By default, Nitro Pro will use a font as your graphical signature. To use your own graphical signature with

your digital signature:

Select Preferences from the File menu to open the Preferences window.

Then select Digital Signatures / Appearances:
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B Changing your preferences in Nitro Pro

Use your preferences to customize how your Mitro Pro looks, functions, updates, and converts,

Appearance Signature appearances
Background Updates
Commenting
Compare
Conversian
Create POF from :
Edt...
Appearances
Time Stamp Servers Delete. ..
Forms
General

Identity Digitally signed

Internet Access

JavaScript _ by Nitro PDF
-f‘\ﬂer Date:
ocR 2015-01-13

Page View
Plugin Manager 1 5 ) 5?2
QuickSign
Spell Check
Units and Grid

Appearance Profile: [Graphic Signature *]

Prewview

o) (o ] [ o

Add a new Graphic Signature Appearance Profile. Select New... to see the Configure Signature
Appearance dialog, below.
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r ™
E—— =
Mame: John Miller
H
Graphic
Display: () Mo graphic
(@ Graphic from file select graphic... ]
1 Mame
Text
Display: MName Date Labels

[ Location [|reason [ Distinguished name

Maximum font size: Auto -

Signature Preview

Digitally signed by
‘(1\-‘ ~ Nitro PDF
Date: 2015-01-13

16:01Z

o) o)

Complete the form. In the Graphic / Display section, choose the Graphic from file option and select
your image file by using the Select graphic... file chooser.
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Creating a digital signature profile

Creating a digital signature profile has three steps:

1. Choose the digital certificate you will sign with.

Signature Profile Wizard - Step 1 of

Select digital ID

Please select the Digital ID to sign this document with.

Mame Issuer Expires Email address

John Miller ARY_CoSign_DEMO_... 07/07/201506:52:15

m | »

View Digital ID... H Mew digital ID... H Import digital ID... |

[ Mext = l[ Cancel ]

2. Enter additional signature details
Signature Profile Wizard - Step 2 of

Signature details

Reason for signing document:

1 am the author of this document

Location (optional): Contact information {optional):

Appearance oplions
Show digital signature on document

Use this signature appearance:

[SEndard Appearance V] [ Edit... ] l Mew. ..

[ <Back || Next> || cancel |
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3. Enter the name of the profile and preview how it will appear.

EEREUESTAS W

Save and apply options

'V Save profile with name: | (V] Apphy profile now

| Save signed document a5 & new POF file

.{le Digitally signed by John
ANUCr  wiler

Pr

Date: 2015-01-13 15:44Z
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Verifying Signatures

Verifying a signature

To verify a specific digital signature,click on it within the document and the properties will be displayed:

[l &&= s - 0 x
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— = . — v Single-User Licens
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|:| | Signature Properties = «
@ 0 This document contains fillable form fields ds
= Validity status
; @ House architectural overview - Ni... X q Signature validity: Signature is Valid Validate Signature -
—c: Document modifications: The document has not changed since it was signed, or only -
@ contains changes that are permitted by a previous signer. &
p=1
g ﬁ _ Digitally signed
W 6“\"@7_ B)é#:hzrel:ﬂél—lgq 13 Document signer: This document was signed by the current user
15:37Z Time validity: Signature date,time are from the dock on the signer's computer.
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Signed by: John Miller View Certificate...
Date: 13/01/2015 15:37:46
101/, Add to Trusted Contacts
Reason: I am the author of this document
Location: Mot available b |
Signer's contact: Not available
Document version &
E
Document revision 1of 1 View Signed Version... A
E
Close
v,
Location Plan - Prapesad e
4 [ 3
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Or choose from the signature’s context menu, (right-mouse click):

@ House architectural overview - Ni... X |

Date: 2015-01-13
15:372

@ Digitally signed Wi
/drr\l{'@- by John Miller

Clear Signature Field
Validate Signature

l Properties...

The Signatures pane lists all signatures in the PDF document, shows their validity status, and provides a
summary of each signature.

Signatures Pane

If your PDF document contains signatures, the Signatures tab appears on the left of the window. To open
the Signatures pane, click the Signatures tab.

Resources

Nitro Pro User Guide
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