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1. Scope of the Directive (Art. 1)
The purpose of the Directive is 1) to facilitate the use of electronic signatures and to 
contribute to their legal recognition and 2) to establish a legal framework for 
electronic signatures and certain certification-services in order to ensure the proper 
functioning of the internal market. The Directive has, in other words, a dual objective. 
As far as the first objective is concerned, Article 1 is formulated in a prudent manner. 
The Directive does not contain an overall regulation of electronic signatures but it 
only aims at “facilitating” their use. Neither does the Directive intent to cover entirely 
the question of legal recognition of electronic signatures. It only wants to 
“contribute”. 
The second objective – the establishment of a legal framework – is the European 
reaction against the legislative initiatives in some of the Member States, mainly in 
Germany and Italy. The aim is to create a common European legal framework in 
order to avoid divergent national laws in this domain. During our analysis of the 
provisions of the Directive we will discover what is meant by the term “legal 
framework” in this respect. The framework doesn’t cover all kinds of certification 
services but only “certain” of these services. We will see that the framework is in the 
first place regarding certificate issuers and much less other categories of certification 
service providers. 
Article 1 specifies further that the Directive “does not cover aspects related to the 
conclusion and validity of contracts or other legal obligations where there are 
requirements as regards form prescribed by national or Community law”. Recital (17) 
specifies that the Directive “does not seek to harmonise national rules concerning 
contract law, particularly the formation and performance of contracts, or other 
formalities of a non-contractual nature concerning signatures. For this reason the 
provisions concerning the legal effect of electronic signatures should be without 
prejudice to requirements regarding form laid down in national law with regard to the 
conclusion of contracts or the rules determining where a contract is concluded”. 
National provisions requiring, for instance, the use of paper for certain types of 
contracts, are consequently not affected by the Directive. 
Art. 1 further provides that the Directive does not affect rules and limits, contained in 
national or Community law, governing the use of documents. Many provisions in the 
law of the Member States impose the use of particular forms, for instance for tax 
declarations, building permits, etc. Sometimes the law requires that documents are 



archived for a certain period of time. As long as these laws do not permit the use of 
electronic forms or electronic document archiving, electronic signatures cannot be 
used in these domains.  
In Recital (16) we can read that the Directive “contributes to the use and legal 
recognition of electronic signatures within the Community; a regulatory framework is 
not needed for electronic signatures exclusively used within systems, which are based 
on voluntary agreements under private law between a specified number of 
participants; the freedom of parties to agree among themselves the terms and 
conditions under which they accept electronically signed data should be respected to 
the extent allowed by national law; the legal effectiveness of electronic signatures 
used in such systems and their admissibility as evidence in legal proceedings should 
be recognised.” In the explanatory memorandum of the draft directive, the 
Commission justifies this as follows: “There are obvious applications of electronic 
signature technology in closed environments, e.g. a company’s local area network, or 
a bank system. Certificates and electronic signatures are also used for authorization 
purposes, e.g. to access a private account. Within the constraints of national law, the 
principle of contractual freedom enables contracting parties to agree among 
themselves the terms and conditions under which they do business, e.g. accept 
electronic signatures. In these areas, there is no evident need for regulation”.1
It is evident that the Directive has important consequences on the Member States’ 
cryptography policies. One of the primary aims is to guarantee the interoperability of 
electronic signature products. Essential requirements specific to electronic-signature 
products must be met in order to ensure free movement within the internal market and 
to build trust in electronic signatures, but Recital (5) stresses this has to be done 
without prejudice to Council Regulation 3381/94/EC of 19 December 1994 setting up 
a Community regime for the control of exports of dual-use goods and Council 
Decision 94/ 942/CFSP of 19 December 1994 on the joint action adopted by the 
Council concerning the control of exports of dual-use goods. Moreover the Electronic 
Signature Directive does not harmonise the provision of services with respect to the 
confidentiality of information where they are covered by national provisions 
concerned with public policy or public security.2

2. Definitions (Art. 2)

3. (Advanced) electronic signature

Before the Commission issued its first version of the draft directive in May 1998, all 
the European documents regarding this subject, used the term “digital signature”. In 
the original draft Directive of May 1998, the European Commission started to use 
“electronic” signature. The definition of “electronic signature” in the first draft was 
however still more or less identical with the present definition of an “advanced” 
electronic signature. 
In the final text the term “electronic signature” has been given an extremely wide 
sense: “data in electronic form which are attached to or logically associated with other 
electronic data and which serve as a method of authentication”. Recital (8) justifies 
this approach, stating that “rapid technological development and the global character 
of the Internet necessitate an approach which is open to various technologies and 
services capable of authenticating data electronically”. 

1 COM(98)297final, p. 6
2 See Recital (6)



The definition is actually so wide that it is sufficient to put simply a name under an 
electronic mail to have an electronic signature. Fortunately this very wide definition 
doesn’t have many legal consequences because, except in Article 5.2, all the 
provisions of the Directive are dealing with “advanced” or with so-called “qualified” 
electronic signatures. 
An “advanced electronic signature” is an electronic signature meeting the following 
four requirements:

1. uniquely linked to the signatory; 
2. capable of identifying the signatory; 
3. created using means that the signatory can maintain under his sole control; and 
4. linked to the data to which it relates in such a manner that any subsequent 

change of the data is detectable. 
Everybody will notice that these requirements are formulated in a very general and 
technology-neutral manner. In practice the market offers today only one solution that 
meet these four requirements: electronic signatures based on the digital signature 
technique or, in other words, making use of public key cryptography. In the 
framework of EESSI, a format for advanced electronic signatures has been described 
in the ETSI Technical Specification (TS 101 733). It is based on the existing standard 
format that dominates the e-mail and document security market (i.e. Internet 
specification RFC 2630). It also specifies how time-stamping or trusted archiving 
services may be used to ensure that the electronic signature remains valid for long 
periods so that it can be later presented as evidence in the case of a dispute.  The 
document defines how the Internet specification RFC 2630 cryptographic message 
syntax should be used for advanced electronic signatures and defines additional fields 
and procedures, which are compatible with this syntax, to support long term validity. 
The evidence provided through use of the ETSI format protects against the signatory 
later attempting to deny (repudiating) having signed a document, and can be verified 
even after the validity of the supporting certificate expires.3
A “signatory” is defined as “a person who holds a signature-creation device and acts 
either on his own behalf or on behalf of the natural or legal person or entity he 
represents”. The European Parliament suggested here to specify that a signatory could 
only be a “natural” person but this amendment was not integrated in the final text. The 
probable reason for this is that in some Member States, such as the United Kingdom, 
a document is not only considered to be “signed” if it contains a handwritten signature 
by a natural person but also when it bears a company’s seal, a stamp or simply a 
name, as long as the authentication is sufficiently clear.4  Following current technical 
standards, however, only a natural person can be the holder of a “qualified” digital 
certificate (see further). 
Contrary to the original draft the signatory is no longer “the person who creates an 
electronic signature”: it is the person who holds the signature-creation device. Such a 
device is defined in Art. 2.5 as: “configured software or hardware used to implement 
the signature-creation data”. A common example of a signature-creation device is a 
smart card but there are many other possible devices such as a smart pen, a mobile 
phone, a PDA or a computer hard disk. The signatory is the person who holds this 
device and who acts in order to generate a signature. The signature can be either on 
behalf of the signatory himself or on behalf of a natural or legal person or entity he 
represents. 

3 ETSI TS 101 733 “Electronic Signature Formats”, V.1.1.2 (2000-12) is available at < 
http://pda.etsi.org/exchangefolder/ts_101733v010202p.pdf >
4 Chris Reed, “What is a signature?”, JILT 3000/3, available at < http://elj.warwick.ac.uk/jilt/00-3/reed.html >



Signature-creation data are “’unique data, such as codes or private cryptographic 
keys, which are used by the signatory to create an electronic signature”. The term 
“signature-creation data” consequently refers to the private key, whereas “signature-
verification data” – defined as “data, such as codes or public cryptographic keys, 
which are used for the purpose of verifying an electronic signature” – is used as a 
technology-neutral synonym for the public key. The software or hardware used to 
verify the public key is called “signature-verification device”. 
Signature-creation devices and signature-verification devices are both part of the more 
general category of “electronic signature products”. These are defined in Art. 2.12 as 
“hardware or software, or relevant components thereof, which are intended to be used 
by a certification service provider for the provision of electronic-signature services or 
are intended to be used for the creation or verification of electronic signatures”.

4. Certificates and certification services

Article 2.9 defines a “certificate” as “an electronic attestation which links signature-
verification data to a person and confirms the identity of that person”. A “qualified 
certificate” is “a certificate which meets the requirements laid down in Annex I and is 
provided by a certification service provider who fulfils the requirements laid down in 
Annex II of the Directive. 
Annex I lists ten requirements for qualified certificates. They must contain:
(a) an indication that the certificate is issued as a qualified certificate; 
(b) the identification of the certification service provider and the State in which it is 
established; 
(c) the name of the signatory or a pseudonym, which shall be identified as such; 
(d) provision for a specific attribute of the signatory to be included if relevant, 
depending on the purpose for which the certificate is intended; 
(e) signature-verification data which correspond to signature-creation data under the 
control of the signatory; 
(f) an indication of the beginning and end of the period of validity of the certificate; 
(g) the identity code of the certificate; 
(h) the advanced electronic signature of the certification service provider issuing it; 
(i) limitations on the scope of use of the certificate, if applicable; and 
(j) limits on the value of transactions for which the certificate can be used, if 
applicable.
The ETSI Technical Specification (TS 101 862).defines how the X.509 public key 
certificate format, which dominates the public key infrastructure market, may be used 
to meet the requirements of Annex I of the Directive. In addition, where there is 
currently no defined mechanism for meeting a requirement (e.g. limits on the value of 
the transaction) the specification builds on the existing extension capabilities of X.509 
to define the necessary optional data structures.5
Certification-service-providers issuing qualified certificates must, following Annex II: 
(a) demonstrate the reliability necessary for providing certification services; 
(b) ensure the operation of a prompt and secure directory and a secure and immediate 
revocation service; 
(c) ensure that the date and time when a certificate is issued or revoked can be 
determined precisely; 

5 ETSI TS 101 862 V.1.1.1 (2000-12) is available at < http://pda.etsi.org/exchangefolder/ts_101862v010101p.pdf >



(d) verify, by appropriate means in accordance with national law, the identity and, if 
applicable, any specific attributes of the person to which a qualified certificate is 
issued; 
(e) employ personnel who possess the expert knowledge, experience, and 
qualifications necessary for the services provided, in particular competence at 
managerial level, expertise in electronic signature technology and familiarity with 
proper security procedures; they must also apply administrative and management 
procedures which are adequate and correspond to recognised standards; 
(f) use trustworthy systems and products which are protected against modification and 
ensure the technical and cryptographic security of the process supported by them;6
(g) take measures against forgery of certificates, and, in cases where the certification 
service provider generates signature- creation data, guarantee confidentiality during 
the process of generating such data; 
(h) maintain sufficient financial resources to operate in conformity with the 
requirements laid down in the Directive, in particular to bear the risk of liability for 
damages, for example, by obtaining appropriate insurance; 
(i) record all relevant information concerning a qualified certificate for an appropriate 
period of time, in particular for the purpose of providing evidence of certification for 
the purposes of legal proceedings. Such recording may be done electronically; 
(j) not store or copy signature-creation data of the person to whom the certification 
service provider provided key management services; 
(k) before entering into a contractual relationship with a person seeking a certificate to 
support his electronic signature inform that person by a durable means of 
communication of the precise terms and conditions regarding the use of the 
certificate, including any limitations on its use, the existence of a voluntary 
accreditation scheme and procedures for complaints and dispute settlement. Such 
information, which may be transmitted electronically, must be in writing and in 
readily understandable language. Relevant parts of this information must also be made 
available on request to third-parties relying on the certificate; 
(l) use trustworthy systems to store certificates in a verifiable form so that: 

• only authorised persons can make entries and changes, 
• information can be checked for authenticity, 
• certificates are publicly available for retrieval in only those cases for which the 

certificate-holder's consent has been obtained, and 
• any technical changes compromising these security requirements are apparent 

to the operator.
ETSI Technical Specification (TS 101 456) defines security management and policy 
requirements for certification service providers issuing qualified certificates. It defines 
two specific policies for: 1) CAs issuing qualified certificates to the public, and 2) 
CAs issuing qualified certificates to the public requiring use of a secure signature-
creation device. In addition, it defines a general framework for other policies for CAs 
issuing qualified certificates including those applicable to closed communities.7

6 The security requirements for trustworthy systems managing certificates for electronic signatures have been 
specified in two related CEN Workshop Agreements (CWAs). The first, CWA 14167 Part 1, specifies overall security 
requirements on trustworthy system components, used by certification service providers (CSPs), to create standard 
qualified certificates. The second, CWA 14167 Part 2, defines specific requirements on the CA’s cryptographic 
modules. By conforming to these specifications, a CSP’s systems and its cryptographic devices fulfill the 
requirements for trustworthy systems stated in point f) of the Annex II of the Directive. See further at < 
http://www.cenorm.be >. At the moment writing, CWAs were not yet freely available on the Web. 
7 ETSI TS 101 456, V 1.1.1 (2000-12) is available at < http://pda.etsi.org/exchangefolder/ts_101456v010101p.pdf >



Art. 2.9 of the Directive contains a very broad definition of the concept of 
“certification service provider”: “an entity or a legal or natural person who issues 
certificates or provides other services related to electronic signatures”.8 Recital (9) 
justifies this by stating that “electronic signatures will be used in a large variety of 
circumstances and applications, resulting in a wide range of new services and 
products related to or using electronic signatures; the definition of such products and 
services should not be limited to the issuance and management of certificates, but 
should also encompass any other service and product using, or ancillary to, electronic 
signatures, such as registration services, time stamping services, directory services, 
computing services or consultancy services related to electronic signatures.” 
According to recital (12) the CA has to be established in accordance with national 
law. Member states are free to establish a state-controlled entity as a CA. A state-
controlled CA can be created in different forms depending on the administrative law 
of the respective member state. In most cases of public entities, there is a choice 
between establishing the CA as part of the administration, as a state-controlled legal 
person or as a private legal person that is mainly owned by the government. The 
suitable form for creating this type of certification authority will depend on the extent 
of state control to be exercised over it. 
Although it is theoretically possible for a natural person to offer certification services, 
the organizational and administrative efforts to be made will usually require the set up 
of a corporation. Some forms of corporations can be formed without establishing a 
separate legal entity9, some could be said to assume an intermediate position between 
the two models10. However, it might be possible for a natural person to act as sub-
entity of another CA, for example as a registration authority. In most cases where 
natural persons assume the role of a trusted third party they do not act for themselves 
but as representatives of another entity. For example, if a CEO of a certain company 
issues certificates to the employees of that company, he acts on behalf of the company 
and not for himself as a natural person. In the few cases in which a natural person 
might actually become a CA no act of incorporation is necessary.
The most common form of providing certification services however is through a 
private legal person. Regarding their organisation, CAs can also be a sub-entity of 
another corporation or an association consisting of other sub-entities. The available 
and suitable forms of corporations depend on the law of the country in which the 
certification authority will be established. As is the case for all businesses, the most 
suitable form of corporation to conduct the business has to be decided by taking into 
recital a number of factors. The main factors include the applicable tax regulations 
and liability limitations, the size of the corporation, the available capital etc. 

5. The certification services market (Art. 3.1, 3.2, 3.3 and 
4.1)

6. Free circulation of certification services 

The main provision concerning certification services – in its widest sense – is 
probably Article 4.1 of the Directive. It provides that each Member State shall apply 

8 The German electronic signature law, on the contrary, defines a certification service provider as a provider of 
“qualified” certification services (§ 2,8 of the law). See A. Rossnagel, “Auf dem Weg zu neuen Signaturregelungen”, 
MMR 8/2000, p. 452.
9 An example for this kind of corporation is the German “Gesellschaft bürgerlichen Rechts”.
10 The German “Offene Handelsgesellschaft (OHG)” and “Kommanditgesellschaft” (KG) are examples for this kind of 
corporation. 



the national provisions which it adopts pursuant to the Directive to certification 
service providers established on its territory and to the services which they provide. 
Member States may not restrict the provision of certification-services originating in 
another Member State in the fields covered by this Directive. 
The notion of establishment has been developed by the European Court of Justice in 
the context of the freedom and the right of establishment, as guaranteed in Article 43 
of the European Community Treaty. In the Gebhard case, the Court states that “the 
concept of establishment within the meaning of the Treaty is a very broad one, 
allowing a Community national to participate, on a stable and continuous basis, in the 
economic life of a Member State other than his state of origin and to profit there from, 
so contributing to economic and social interpenetration within the Community in the 
sphere of activities as self-employed persons”.11
The essential requirements for an establishment seem to be (i) a fixed, i.e. a stable and 
permanent establishment12, (ii) for an indefinite period, (iii) in another Member State 
than the state of origin, and (iv) the actual pursuit of an economic activity.13
The meaning of ‘establishment’ has to be seen in contrast with the notion of  
‘provision of services’ of Article 49 of the European Community Treaty.14 In essence, 
the difference concerns the temporary nature of the provision of services in another 
Member State than the state of origin.  The temporary nature of the activities has to be 
determined in the light, not only of the duration of the provision of the service, but 
also of its regularity, periodicity and also its continuity.15  The fact that the provider is 
equipped with some form of infrastructure does not necessarily mean that the 
temporary aspect of the services is lost.
If a certification service provider is only established in one Member State, he will be 
submitted to the legal provisions enacted in that Member State in the field of the 
Directive. The law of that Member State will also be applicable to services provided 
in other Member States. A CSP established in Belgium, for example, will remain 
under the supervision of the Belgian authority even if he provides the majority of his 
services in other Member States. The other Member States are not allowed to restrict 
the provision of the services of the Belgian provider, even if the Belgian legal rules in 
the field of the Directive are less strict.16 If the CSP is established in more than one 
Member State, he will be submitted to the laws of all these Member States. It is not 
very clear yet whether or not this will lead to practical difficulties. 
Following Article 3.7 Member States may make the use of electronic signatures in the 
public sector subject to possible additional requirements. Such requirements shall be 
objective, transparent, proportionate and non-discriminatory and shall relate only to 
the specific characteristics of the application concerned. Such requirements may not 
constitute an obstacle to cross-border services for citizens. It is not yet very clear how 
the last part of this provision has to be interpreted. The possibility granted to public 
administrations to specify more in detail the characteristics of their public key 
infrastructure seems self-evident and necessary to achieve a sufficient degree of 
interoperability. It is also understandable that the additional requirements have to be 

11 Gebhard v Consiglio dell’ Ordine degli Avvocati e Procuratori di Milano ( Case C-55/94)[1995] ECR I-4165, para. 
25;
12 INASTI v Kemmler ( Case C-53/95) [1996] ECR I-704, para 8.
13 R.v Secretary of State for Transport, ex p. Factortame ( Case C-221/89) [1991] ECR-I-3905, para 20;
14 P. Craig, G. De Burca, EU Law, Text, Cases and Materials, 1998,Oxford University Press, 728;
15 Gebhard v Consiglio dell’ Ordine degli Avvocati e Procuratori di Milano (Case C-55/94)[1995] ECR I-4165, para. 
26;
16 It is however almost certain that the services from foreign certification service providers will be restricted because 
of the generalized use, in some Member States, of so-called “accredited” electronic signatures. 



objective, transparent, proportionate and non-discriminatory. Less clear however is 
the provision that the additional requirements “shall relate only to the specific 
characteristics of the application concerned”. The public key infrastructure set up by 
the governments in the Member States will evidently serve a multitude of 
applications. It is difficult to imagine that the requirements with regard to the PKI 
would have to be specified for every single e-government application. 
The additional requirements specified by national, regional or local governments in 
the Member States will moreover almost necessarily constitute an obstacle to cross-
border services. In Germany, for example, several applications in the context of e-
government will probably require the use of “accredited” electronic signatures. 
Residents from other Member States will therefore in practice be forced to use a 
German accredited certification service provider or an assimilated non-German 
provider.  

7. No prior authorisation

Article 3.1 prohibits Member States to make the provision of certification services 
subject to prior authorisation. Recital 10 specifies that “the internal market enables 
certification service providers to develop their cross-border activities with a view to 
increasing their competitiveness, and thus to offer consumers and businesses new 
opportunities to exchange information and trade electronically in a secure way, 
regardless of frontiers. In order to stimulate the Community-wide provision of 
certification services over open networks, certification service providers should be 
free to provide their services without prior authorisation. Prior authorisation means 
not only any permission whereby the certification service provider concerned has to 
obtain a decision by national authorities before being allowed to provide its 
certification services, but also any other measures having the same effect.“
The consequence is that any certification service provider will have to be allowed to 
provide his services without prior authorisation. At the same time the Directive 
requires the EU-member states to make sure that the provisions of the European 
directive are adhered to by the certification service providers.17 As a result, Member 
States have to ensure that certification service providers that operate on their territory 
offer their services in compliance with the EC-directive, but may not exercise 
supervision by requiring prior authorization. Thus, national legislators have to find a 
way to exercise supervision without setting up a system of mandatory examination 
prior to the commencement of services.

8. Voluntary accreditation

Article 3.2 states that, without prejudice to the prohibition formulated in Art. 3.1, 
“Member States may introduce or maintain voluntary accreditation schemes aiming at 
enhanced levels of certification service provision. Art. 2.13 defines 13.voluntary 
accreditation as “any permission, setting out rights and obligations specific to the 
provision of certification services, to be granted upon request by the certification 
service provider concerned, by the public or private body charged with the elaboration 
of, and supervision of compliance with, such rights and obligations, where the 
certification service provider is not entitled to exercise the rights stemming from the 
permission until it has received the decision by the body”.
Further, according to Article 3.2 of the Directive, “all conditions related to such 
schemes must be objective, transparent, proportionate and non-discriminatory. 

17 See Recital (13)



Member States may not limit the number of accredited certification service providers 
for reasons which fall within the scope of this Directive.” Recital 11 explains that 
“voluntary accreditation schemes aiming at an enhanced level of service-provision 
may offer certification service providers the appropriate framework for developing 
further their services towards the levels of trust, security and quality demanded by the 
evolving market; such schemes should encourage the development of best practice 
among certification service providers; certification service providers should be left 
free to adhere to and benefit from such accreditation schemes.”. In recital 12 it is 
stated that “Member States should not prohibit certification service providers from 
operating outside voluntary accreditation schemes” and that “it should be ensured that 
such accreditation schemes do not reduce competition for certification services”.
The idea behind a voluntary accreditation scheme is that it offers an incentive for 
service providers to offer high quality services to meet the requirements of the 
accreditation scheme, the certified compliance with which will help to attract potential 
clients. In contrast to mandatory surveillance, voluntary accreditation schemes are 
supposed to have the advantage of being able to adapt more easily to developments in 
a quickly changing technical environment. Since accreditation schemes are regulated 
by market forces - i.e. the market players have to gauge if the expected rise in revenue 
generated by the anticipated increase of consumer trust is worth the necessary 
investment for complying with the security requirements of an accreditation scheme -
they are assumed to be able to adapt to business needs more quickly.
The legislation efforts of the EU-member states show different approaches to the 
establishment of such accreditation schemes. While some countries plan to set up an 
accreditation scheme that is controlled by the state, others prefer a privately governed 
accreditation scheme.18
Art. 15.1 of the German law19, for example, provides that certification-service 
providers may be accredited by the competent authority upon application; the 
competent authority may make use of private offices for the accreditation. 
Accreditation shall be given if the certification-service provider can show that the 
requirements under the law are fulfilled. Accredited certification-service providers 
will be given a quality sign by the competent authority. This shall be proof that the 
qualified electronic signatures (qualified electronic signatures with provider 
accreditation) based on their qualified certificates offer security that has been 
comprehensively tested technically and administratively. They shall be allowed to call 
themselves accredited certification-service providers and refer to the proven security 
in legal and business transactions.
The UK government originally also took powers under Part I of the Electronic 
Communications Act 2000 to establish a statutory voluntary approvals regime. The 
tScheme has been established by the Alliance for Electronic Business - a consortium 
of industry bodies concerned with the promotion of electronic business - in response 
to and as alternative to the Government implementing the powers taken under Part 1 
of the ECA. The tScheme in the UK therefore exists as a non-statutory voluntary 
approvals regime for trust service providers. The government is working in 
partnership with the tScheme but it is clearly private sector-led.20

18 COLEMAN/SAPTE, E-Commerce Bill - Ireland, the Irish Electronic Commerce Bill 2000, Computer Law & Security 
Report Vol. 16 no. 4 2000, p. 249.
19 The text of the German law, which entered into force on 22 May 2001, is available at 
http://www.iid.de/iukdg/einstieg.html (German unofficial version and an English translation).
20 See further < http://www.tscheme.org/ >



Besides these national accreditation schemes, a number of private organizations, such 
as Identrus, are developing criteria to be fulfilled by their members as well. If meeting 
these criteria becomes a precondition for membership in a certain organization, the 
organization functions as an accreditation scheme in the terms of the Directive from a 
legal point of view. To obtain the benefits of being a member of a recognized 
organization, the participating companies have to meet certain standards that are 
devised by the organization. 
Another difference between the accreditation schemes is in the security level required 
to obtain the accreditation. The German accreditation scheme, for example, consists 
mainly of the requirements of the old Signaturgesetz of 1997 but it has been modified 
into a voluntary scheme whereas in the former law the accreditation was necessary to 
enter the market.21  The conditions devised by the public German accreditation 
scheme are rather strict and provide an enhanced level of security.22 Meeting these 
criteria requires substantial investment by certification authorities23. In other Member 
States, such as France or Belgium, the voluntary accreditation is aimed at giving CAs 
an opportunity to get an official label of “qualified” CA. The security requirements 
are therefore limited to what is listed in the annexes I to III of the Directive. France, 
for example, provides the possibility for CAs to be recognised as qualified by 
voluntary accreditation. The responsible accreditation body will be designated and the 
accreditation procedure will be defined in an order of the Minister of Industry. The 
voluntary system of accreditation has been organised in the context of the COFRAC 
(The French Accreditation Body). This is a system of accreditation established by the 
French State in 1994, according to which a public body accredits persons and 
institutions, which on their turn carry out quality tests and issue quality labels.24 For 
reasons of efficiency France did not want to establish a specific system of 
accreditation for CAs.
Accreditation is not a one-time event. Art. 15.2 of the German law, for example, 
provides that the testing and approval shall be repeated after any changes that greatly 
affect security, and at regular intervals of time.
How can a user know if a certification service provider is accredited? In the German 
law the supervisory authority issues root certificates to the accredited CAs and keeps 
also a public register wherein the accredited CAs are listed. Accredited CAs will 
consequently have a label from the supervisory authority. 
In practice some Member States are creating, besides “qualified” electronic 
signatures, a new category of “accredited” electronic signatures with a higher security 
level. In Germany for instance, Rossnagel25 distinguishes four differences between 
“qualified” and “accredited” electronic signatures: 1) the security of accredited 
signatures is tested a priori whereas for qualified signatures, the public authorities 
may only exercise a limited form of supervision, 2) for accredited electronic 
signatures all the technical components are tested whereas for qualified signatures the 
tests are limited to signature-creation devices, 3) for accredited electronic signatures 
the certificates are stored for a period of 30 years and even if the CA stops its 
activities, the supervisory authority continues to store the certificates whereas for 
qualified certificates the storage period is limited to 2 years after the expiration date of 

21 A. Rossnagel, Das neue Recht elektronischer Signaturen, NJW, 2001, p. 1821
22 The German accreditation scheme includes, for example, also prior examination of secure signature validation 
devices, technical components used by the CA, etc. 
23 Emmert estimates an investment of about 380.000 Euros, see EMMERT, Haftung der Zertifizierungsstellen, CR 99, 
244 ff, 249. 
24 See also: http://www.cofrac.fr
25 A. Rossnagel, Das neue Recht elektronischer Signaturen, NJW, 2001, p. 1821



the certificate, and 4) foreign electronic signatures will only be assimilated to 
accredited signatures if equivalent security requirements have been audited for these 
signatures whereas for qualified signatures, every qualified signature coming from 
another Member State will have to be automatically accepted without further 
examination. It has already been announced that “accredited” electronic signatures 
will be required in most of the German e-government applications. 
The establishment of a number of different accreditation schemes may have 
advantages and disadvantages for certification authorities. On the one hand, divergent
rules in this area might be problematic from the point of view of certification service 
providers since the process of application for accreditation involves a lot of financial 
and administrative investment by the applying CA. In most cases, reports by 
independent experts are required, audits are held and detailed information has to be 
provided. If a CA intends to offer his services in more than one European country, he 
might have to go through the required procedure many times to be accredited in each 
state. Especially accreditation schemes that are only open to service providers on the 
national market26 require extensive investment by an internationally active 
certification service provider. If accreditation is geographically limited, the benefits of 
being able to refer to the compliance with an accreditation of one Member State when 
offering services in other Member States may be limited as well. Even if a national 
accreditation scheme is principally open to service providers who are established and 
operate in another state, it might not suffice to be accredited in only one member state 
for practical reasons. Although it would be possible to refer to a national accreditation 
when offering his services, customers are likely to put more trust into an accreditation 
scheme of their own country because they are more likely to be familiar with its 
trustworthiness.
On the other hand, the establishment of different national accreditation schemes that 
are open to certification service providers of al countries will lead to an increased 
competition among these schemes. According to the European Electronic Signature 
Directive, accreditation schemes may not be based on discriminatory requirements. 
Thus, the restriction of such a scheme to service providers established in one 
particular Member State as opposed to providers established in other Member States 
would violate the provisions of the Directive. Thus, national accreditation schemes 
will potentially be open to any certification authority based in Europe. As a result, 
only those accreditation schemes that are both accepted by users and by CAs will be 
successful. Which accreditation schemes will be the ones to be accepted by the market 
remains to be seen.

9. Supervision

Article 3.3 provides that national law has to establish appropriate systems to allow 
supervision of CAs established on its territory and issuing qualified certificates to the 
public. National law thus has to establish supervisory bodies, which see to it that CAs 
issuing qualified certificates comply with the requirements laid down in Annex I, II 
and III.
Article 3(3) is one of the most problematic provisions of the Directive, because at the 
same time it is prohibited to make the provision of certification services subject to 
prior authorisation. The said prohibition does not only extend to authorisations given 

26 According to Irish law, for example, only CAs who offer their service in the state have guaranteed access to the 
national accreditation schemes.



by national bodies prior to the actual provision of certification services by a provider, 
but also includes all measures with a similar effect.
Member States may decide how to ensure the said supervision. The Directive does not 
preclude the establishment of private-sector-based supervision systems (Recital (13)). 
But in no case the supervision system may produce the same effect as a requirement 
of prior authorisation. 
While interpreting the obligation to ensure the supervision of CAs, the Member States 
have to proceed most cautiously. It is important to strike a balance between consumer 
and business needs (recital 14). The consumer and the public in general must have the 
possibility to recognise qualified certificates and must be protected against the illegal 
use of the designation ‘qualified’. At the same time must the companies be able to 
offer their certification-services to the public freely and without obstacles.
Several Member States solve this problem by requiring the certification service 
provider established on their territory to give notification to the appropriate public 
authority before starting the provision of services. Such notification is, for example, 
mandatory in Germany, Austria and Denmark27.
The obligation to notify can be very similar in its practical effect to the requirement of 
prior authorization. According to German law, for example, a certification service 
provider is only allowed to offer his services if he has demonstrated that he fulfils the 
requirements of the law, such as for example providing proof for having the sum of 
500.000 Deutsche Mark (about 250.000 Euros) at his disposal for liability purposes (§ 
12 of the German Law). At the latest with the commencement of his services he has to 
notify the public authority and provide proof of compliance with the signature law. If 
the national authority finds that the certification service provider does not fulfil the 
statutory requirements, it can disallow him to continue his services28. It should be 
noted, however, that the German Signaturgesetz only applies to issuers of qualified 
certificates, with the result that certification authorities that do not intend to issue 
these types of certificates can offer their services unhindered. 
In other EU Member States, such as for example Ireland or the UK29, CAs can provide 
their services without having to perform any prior actions30. In such countries, it is 
considerably less complicated and expensive for certification authorities to offer their
services. Regarding the fact, that Member States may not restrict the provision of 
certification services originating in another Member State in the fields covered by this 
directive (Art. 4.1 of the Directive) and that qualified certificates that are issued by a 
CA situated in any EU-Member State will have to be given equal legal effect in any 
other EU-Member State, CAs might consider establishing their business in one of the 
states with less strict requirements.31

27 See for example the Austrian Signaturgesetz, available at: < http://www.a-
sit.at/signatur/rechtsrahmen/rechtsrahmen.htm >
28 See § 19 III of the German law.
29 See < http://www.dti.gov.uk/cii/datasecurity/electronicsignatures/index.shtml >
30 See Art. 29 (1) of the Irish Electronic Commerce Bill. However, even if no specific authorization is required for 
certification service providers, an admission to commence a trade may still be required by general administrative law. 
31 At the moment of writing, the UK Government is organizing a public consultation whereby the modalities of the 
future supervisory regime is one of the main issues, see < 
http://www.dti.gov.uk/cii/ecommerce/europeanpolicy/index.shtml >



10. Electronic signature products (Art. 3.4, 3.5, 3.6 and 4.2)

11. Free circulation of electronic signature products

Article 4.2 of the Directive urges the Member States to ensure that electronic 
signature products complying with the Directive are permitted to circulate freely in 
the internal market. Recital (5) specifies, “the interoperability of electronic signature 
products should be promoted. In accordance with Article 14 of the Treaty, the internal 
market comprises an area without internal frontiers in which the free movement of 
goods is ensured. Essential requirements specific to electronic-signature products 
must be met in order to ensure free movement within the internal market and to build 
trust in electronic signatures, without prejudice to the regulation regarding dual-use 
goods”.32
Article 3.5 provides that the Commission may, in accordance with the procedure laid 
down in Article 9, establish and publish reference numbers of generally recognised 
standards for electronic signature products in the Official Journal of the European 
Communities. Member States shall presume that there is compliance with the 
requirements laid down in Annex II, point (f), and Annex III when an electronic 
signature product meets those standards. 

12. Secure signature-creation devices

According to Annex III to the Directive, secure signature-creation devices must, by 
appropriate technical and procedural means, ensure at the least that: 

(a) the signature-creation-data used for signature generation can practically occur 
only once, and that their secrecy is reasonably assured; 

(b) the signature-creation-data used for signature generation cannot, with 
reasonable assurance, be derived and the signature is protected against forgery 
using currently available technology; 

(c) the signature-creation-data used for signature generation can be reliably 
protected by the legitimate signatory against the use of others. 

Annex III further requires that secure signature-creation devices must not alter the 
data to be signed or prevent such data from being presented to the signatory prior to 
the signature process. 
These requirements for secure signature-creation devices ensure the functionality of 
advanced electronic signatures. They do not cover the entire system environment in 
which such devices operate. There are no formal requirements in the Directive 
regarding the signature creation process and environment. However, a CEN 
Workshop Agreement (CWA 14170) supports the objectives of the Directive by 
specifying “voluntary” security requirements for the signature creation systems which 
create advanced electronic signatures with the help of secure signature-creation 
devices and qualified certificates by means of 1) a model of a “signature-creation 
environment” and a functional model of “signature- creation systems”, 2) overall 
requirements that apply across all of the functions identified in the functional model, 
and 3) security requirements for each of the functions identified in the signature-
creation system, excluding the secure signature-creation device. The CWA thus gives 
guidance to implementers to ensure that application and computer system 
environments incorporating signature creation are implemented in a way and provide 

32 Council Regulation (EC)No 3381/94 of 19 December 1994 setting up a Community regime for the control of 
exports of dual-use goods and Council Decision 94/ 942/CFSP of 19 December 1994 on the joint action adopted by 
the Council concerning the control of exports of dual-use goods



functionality necessary for signature creation that is of sufficient quality to minimize 
chance of dispute.
Two CEN Workshop Agreements (CWAs 14168 and 14169) define more specifically 
the security requirements for secure signature-creation devices. The security 
requirements are formulated in a Protection Profile following the rules and formats 
specified in the international standard ISO 15408.
Article 3.4 of the Directive provides that the conformity of secure signature-creation-
devices with the requirements laid down in Annex III shall be determined by 
appropriate public or private bodies designated by Member States. In a Decision of 6 
November 2000 the Commission, pursuant to the procedure laid down in Article 9, 
established criteria for Member States to determine whether a body should be 
designated. 33 Article 2 of this Decision states that, “where a designated body is part of 
an organisation involved in activities other than conformance assessment of secure 
signature-creation-devices with the requirements laid down in Annex III to Directive 
1999/93/EC it must be identifiable within that organisation” and that “different 
activities must be clearly distinguished”.
Following Art. 3 “the body and its staff must not engage in any activities that may 
conflict with their independence of judgement and integrity in relation to their task. In 
particular, the body must be independent of the parties involved. Therefore, the body, 
its executive officer and the staff responsible for carrying out the conformance 
assessment tasks must not be a designer, manufacturer, supplier or installer of secure 
signature-creation-devices, or a certification service provider issuing certificates to the 
public, nor the authorised representative of any of such parties. In addition, they must 
be financially independent and not become directly involved in the design, 
construction, marketing or maintenance of secure signature-creation-devices, nor 
represent the parties engaged in these activities. This does not preclude the possibility 
of exchange of technical information between the manufacturer and the designated 
body.
Article 4 of the Decision provides that the accreditation body and its personnel must 
be able to determine the conformity of secure signature-creation-devices with the 
requirements laid down in Annex III to Directive 1999/93/EC with a high degree of 
professional integrity, reliability and sufficient technical competence.
Following Article 5, the body has to be “transparent in its conformity assessment 
practices and shall record all relevant information concerning these practices. All 
interested parties must have access to the services of the body. The procedures under 
which the body operates must be administered in a non-discriminatory manner. 
Article 6 states that the body must have at its disposal the necessary staff and facilities 
to enable it to perform properly and swiftly the technical and administrative work
associated with the task for which it has been designated. In Article 7, the Decision 
specifies that the personnel responsible for conformity assessment must have: 1) 
sound technical and vocational training, particularly in the field of electronic signature 
technologies and the related IT security aspects, and 2) satisfactory knowledge of the 
requirements of the conformity assessments they carry out and adequate experience to 
carry out such assessments.
Article 8 of the Decision of 6 November 2000 states that the impartiality of staff shall 
be guaranteed. Their remuneration shall not depend on the number of conformity 
assessments carried out nor on the results of such conformity assessments. Following 

33 Commission decision 2000/709/EC of 6 November 2000 on the minimum criteria to be taken into account by 
Member States when designating bodies in accordance with Article 3(4) of Directive 1999/93/EC of the European 
Parliament and of the Council on a Community framework for electronic signatures, OJ L289 of 16/11/2000, p. 42



Article 9 the body must have adequate arrangements to cover liabilities arising from 
its activities, for example, by obtaining appropriate insurance. Article 10 provides that 
the body must have adequate arrangements to ensure the confidentiality of the 
information obtained in carrying out its tasks under Directive 1999/93/EC or any 
provision of national law giving effect thereto, except vis-a-vis the competent 
authorities of the designating Member State. Finally, following Article 11, where a 
designated body arranges for the carrying out of a part of the conformity assessments 
by another party, it must ensure and be able to demonstrate that this party is 
competent to perform the service in question. The designated body must take full 
responsibility for the work carried out under those arrangements. The final decision 
remains with the designated body.
A determination of conformity with the requirements laid down in Annex III made by 
the bodies designated by a Member State has to be recognised by all other Member 
States. As far as the conformity of secure signature-creation devices is concerned, an 
accreditation in one Member State is, in other words, sufficient for the distribution of 
the device in all the other Member States. 

13. Secure signature-verification devices

According to Article 3.6; Member States and the Commission shall work together to 
promote the development and use of signature-verification devices in the light of the 
recommendations for secure signature-verification laid down in Annex IV and in the 
interests of the consumer. Annex IV recommends that, during the signature-
verification process, it should be ensured with reasonable certainty that: 

(a) the data used for verifying the signature correspond to the data displayed to 
the verifier; 

(b) the signature is reliably verified and the result of that verification is correctly 
displayed; 

(c) the verifier can, as necessary, reliably establish the contents of the signed data; 
(d) the authenticity and validity of the certificate required at the time of signature 

verification are reliably verified; 
(e) the result of verification and the signatory's identity are correctly displayed;
(f) the use of a pseudonym is clearly indicated; and 
(g) any security-relevant changes can be detected.

In order to fulfil this goal, a CEN Workshop Agreement (CWA 14171) contains a 
specification for the signature verification procedure, including both the products used 
for verification, and their management. The standard identifies the security 
requirements for the various elements of a signature verification system. Beyond the 
verification process itself, the standard identifies the various interfaces, i.e. 
Application Programme Interfaces (APIs) or Man-Machine Interfaces (MMIs) that are 
needed, in particular, to select the signer’s document and the electronic signature to be 
verified, to present the signer’s document with the right format, to get the signer 
information and the output status after signature verification, to get additional data for 
long term verification and to fetch information from various CSPs. The CWA 
identifies the data that needs to be captured and archived so that it can be later used 
for arbitration, should a dispute occur between the signer and verifier. The document 
uses the concept of a signature policy as the basis to verify an electronic signature.34

34 In ETSI TS 201 733 a “signature policy” is defined as “a set of rules for the creation and validation of an electronic 
signature, under which the signature can be determined to be valid”. See further the IETF Internet-Draft “Electronic 
Signature Policies”, < http://ftp.ietf.org/internet-drafts/draft-ietf-smime-espolicies-01.txt >.  



14. Legal effects of electronic signatures (Art. 5)
Article 5 is without any doubt the most controversial provision of the Directive. It 
states in its first paragraph that “Member States shall ensure that advanced electronic 
signatures which are based on a qualified certificate and which are created by a 
secure-signature-creation device: (a) satisfy the legal requirements of a signature in 
relation to data in electronic form in the same manner as a hand-written signature 
satisfies those requirements in relation to paper-based data; and (b) are admissible as 
evidence in legal proceedings. 
Following Article 5.2 Member States shall ensure that an electronic signature is not 
denied legal effectiveness and admissibility as evidence in legal proceedings solely on 
the grounds that it is: 

• in electronic form, or 
• not based upon a qualified certificate, or 
• not based upon a qualified certificate issued by an accredited certification 

service provider, or
• not created by a secure signature-creation device. 

Recital (20) explains: “advanced electronic signatures which are based on a qualified 
certificate and which are created by a secure-signature-creation device can be 
regarded as legally equivalent to hand-written signatures only if the requirements for 
hand-written signatures are fulfilled”. Recital (21) further specifies that “in order to 
contribute to the general acceptance of electronic authentication methods it has to be 
ensured that electronic signatures can be used as evidence in legal proceedings in all 
Member States” and “the legal recognition of electronic signatures should be based 
upon objective criteria and not be linked to authorisation of the certification service 
provider involved”. 
In the same recital one can also read: “national law governs the legal spheres in which 
electronic documents and electronic signatures may be used” and “this Directive is 
without prejudice to the power of a national court to make a ruling regarding 
conformity with the requirements of this Directive and does not affect national rules 
regarding the unfettered judicial recital of evidence”.
Article 5.1 thus deals with “advanced electronic signatures which are based on a 
qualified certificate and which are created by a secure-signature-creation device”. 
They are commonly called “qualified electronic signatures”. The Directive attributes 
to this category of electronic signatures, in relation to electronic data, the same status 
as hand-written signatures have in relation to paper documents. Art. 5.1 contains, in 
other words, not an obligation to use electronic data processing. Legal rules enforcing 
the use of paper documents can consequently continue to exist and they don’t have to 
be abrogated, at least not according to this Directive.35 But where the use of electronic 
data processing is legally permitted, the qualified electronic signature should, in 
relation to these data, receive a status that is equivalent to the legal status that hand-
written signatures normally have in relation to paper documents. 
It is of course not contrary to Article 5.1 to replace current legislation requiring hand-
written signatures by new legislation in which the use of electronic data is permitted 
without the use of qualified electronic signatures. It is not the objective of the 
Directive to require the use of qualified electronic signatures in every situation in 
which, up to now, the use of hand-written signatures was obligatory. On the other 
hand, Member States can also continue to introduce new legislation requiring 

35 The progressive abrogation of such rules is, as far as electronic contracts are concerned, one of the objectives of 
the Electronic Commerce Directive. 



additional security guarantees, above the level of qualified electronic signatures. In 
relation to paper documents, hand-written signatures aren’t the exclusive security 
measure either. In all cases, however, where in relation to paper documents a hand-
written signature would have been sufficient, Member States have to give an 
equivalent status to qualified electronic signatures when they start to allow the use of 
electronic data processing as a substitute for the paper documents. The status of the 
hand-written signature in its relation to paper documents determines, in other words, 
the status of the qualified electronic signature in relation to electronic data. In the 
longer run, this solution may loose its efficiency because the hand-written signature 
will not forever be present as a reference point. 
The second rule of Article 5.1, stating that qualified electronic signatures should be 
admissible as legal evidence in legal proceedings, seems superfluous. Digital data, 
including electronic signatures, is accepted as evidence in legal proceedings in all 
Member States. Only the value of such evidence varies between the Member States. 
Moreover the question of the acceptability of electronic signatures as evidence in 
legal proceedings is, in most of the Member States, dealt with on a case-by-case basis 
and left to be decided by the judge in each specific case. Recital (21) explicitly 
mentions that the Directive doesn’t affect the role of the judge in this context. 
As a general principle the Directive states in Article 5.2 that Member States may no t 
deny the legal effect of an electronic signature or the admissibility as evidence in legal 
proceedings only because of the electronic form of the signature or because the 
requirements of the Annexes 1 to 3 are not being fulfilled. 
Article 5(2) essentially states, in other words, that electronic signatures may not be 
denied legal effectiveness and admissibility as evidence in legal proceedings solely on 
the grounds that it is in electronic form or that the signature in question is not a 
qualified signature. The effect of Article 5(2) is that Member States may not draft or 
maintain regulation, or endorse or authorize private rules with a view to condemn the 
use of an electronic authentication tool solely by virtue of its electronic format or non-
qualified nature. However, the question yet to be conclusively determined is how the 
absence of legal validity under Article 5(2) can be paraphrased in positive terms. In 
other words, how must a denial be framed other than by reference to its electronic 
format, such that the Directive is not infringed upon? 
It is fair to infer from the plain language that a denial of legal effect requires 
something more than a reference to its electronic format. This seems to translate into a 
requirement that a substantive disapproval must be involved, such that any objection 
must be "on the merits" of the particular technology involved. It is required, in other 
words, that any denial of an electronic signature's legal effect or admissibility be 
based on an affirmative finding of, e.g., a lack of technological reliability, 
circumstantial impropriety, or accountability. A denial of legal effect must be fully 
supported by a sufficiently reasoned and rationally based evaluation, one that is 
individual in nature, rather than being general in design. 
As to the interaction with Article 5(1), the rule in Article 5(2), pursuant to its 
inclusive wording, is applicable to all electronic signatures, including "qualified 
signatures." But by way of contrast, this does not mean that a non-qualified electronic 
signature would be equipped with the legal effect of a handwritten signature. Rather, 
Article 5(1) introducing universal a priori validity represents a narrow prerogative 
confined to technologies of preferably superior design. 



15. Liability (Art. 6)
In its Article 6, the Electronic Signature Directive contains liability provisions for 
issuers of qualified certificates.36 Providers of qualified certificates are liable for 
certain information contained in the certificate and the accuracy of revocation lists. 
Article 6 has been analysed in a very detailed manner by Regina Rinderle in the TIE-
report “Legal Aspects of Certification Authorities” (D19). 

16. Other provisions 

17. International aspects (Art. 7)

The recitals of the Directive emphasize that the development of international 
electronic commerce requires cross-border arrangements involving third countries. In 
order to ensure interoperability at a global level, agreements on multilateral rules with 
third countries on mutual recognition of certification services could be beneficial.37
Article 7 of the Directive requires the Member States to ensure that certificates which 
are issued as qualified certificates to the public by a certification service provider 
established in a third country are recognised as legally equivalent to certificates issued 
by a certification-service- provider established within the Community, if one of the 
following three conditions is fulfilled: 
(a) the certification service provider fulfils the requirements laid down in the 
Directive and has been accredited under a voluntary accreditation scheme established 
in a Member State; or 
(b) a certification service provider established within the Community which fulfils the 
requirements laid down in the Directive guarantees the certificate; or 
(c) the certificate or the certification service provider is recognised under a bilateral or 
multilateral agreement between the Community and third countries or international 
organisations. 
According to Art. 7.2, in order to facilitate cross-border certification services with 
third countries and legal recognition of advanced electronic signatures originating in 
third countries, “the Commission will make proposals, where appropriate, to achieve 
the effective implementation of standards and international agreements applicable to 
certification services. In particular, and where necessary, it shall submit proposals to 
the Council for appropriate mandates for the negotiation of bilateral and multi- lateral 
agreements with third countries and international organisations. The Council shall 
decide by qualified majority”. 
Art. 7.3 provides that, “whenever the Commission is informed of any difficulties 
encountered by Community undertakings with respect to market access in third 
countries, it may, if necessary, submit proposals to the Council for an appropriate 
mandate for the negotiation of comparable rights for Community undertakings in 
these third countries. The Council shall decide by qualified majority. Measures taken 
pursuant to this paragraph shall be without prejudice to the obligations of the 
Community and of the Member States under relevant international agreements.” 

18. Data protection (Art. 8)

Member States have to ensure that certification service providers and national bodies 
responsible for accreditation or supervision comply with the requirements laid down 

36 This chapter is based on a report drafted by Regina Rinderle, researcher at K.U.Leuven-ICRI in the context of the 
TIE-project. For more details about this project, see < http://www.tie.org.uk/tie_project.htm > 
37 Recital (23)



in Directive 95/46/EC of the European Parliament and of the Council of 24 October 
1995 on the protection of individuals with regard to the processing of personal data 
and on the free movement of such data. 38
According to Art. 8.2 a certification service provider  issuing certificates to the public 
may collect personal data only directly from the data subject, or after the explicit 
consent of the data subject, and only insofar as it is necessary for the purposes of 
issuing and maintaining the certificate. The data may not be collected or processed for 
any other purposes without the explicit consent of the data subject. 
Without prejudice to the legal effect given to pseudonyms under national law, 
Member States may not prevent certification service providers from indicating in the 
certificate a pseudonym instead of the signatory's name. Recital (25) specifies that 
“provisions on the use of pseudonyms in certificates should not prevent Member 
States from requiring identification of persons pursuant to Community or national 
law”.

19. Committee (Art. 9-10)

In the framework of the Electronic Signature Directive the Commission has received a 
number of implementing powers, e.g. in Art. 3.4 (criteria for the designation of 
accreditation bodies) or Art. 3.5 (publication of reference numbers of generally 
recognized standards). In the exercise of these implementing powers the Commission 
is assisted by an “Electronic Signature Committee” with representatives of the 
Member States.  
Articles 4 and 7 of Decision 1999/468/EC39  are applicable to this Committee. Art. 4 
describes the management procedure of the Committee: 

1. The Commission shall be assisted by a management committee composed of 
the representatives of the Member States and chaired by the representative of 
the Commission.

2. The representative of the Commission shall submit to the committee a draft of 
the measures to be taken. The committee shall deliver its opinion on the draft 
within a time-limit which the chairman may lay down according to the 
urgency of the matter. The opinion shall be delivered by the majority laid 
down in Article 205(2) of the Treaty, in the case of decisions which the 
Council is required to adopt on a proposal from the Commission. The votes of 
the representatives of the Member States within the committee shall be 
weighted in the manner set out in that Article. The chairman shall not vote.

3. The Commission shall, without prejudice to Article 8, adopt measures which 
shall apply immediately. However, if these measures are not in accordance 
with the opinion of the committee, they shall be communicated by the 
Commission to the Council forthwith. In that event, the Commission may 
defer application of the measures which it has decided on for a period to be 
laid down in each basic instrument but which shall in no case exceed three 
months from the date of such communication.

4. The Council, acting by qualified majority, may take a different decision within 
the period provided for by paragraph 3.

According to Art. 7: 

38 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on tile protection of 
individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281, 
23.11.1995, p 31
39 Council Decision of 28 June 1999 laying down the procedures for the exercise of implementing powers conferred 
on the Commission, Official Journal L 184 , 17/07/1999 p. 0023 - 0026



5. Each committee shall adopt its own rules of procedure on the proposal of its 
chairman, on the basis of standard rules of procedure which shall be published 
in the Official Journal of the European Communities.
Insofar as necessary existing committees shall adapt their rules of procedure to 
the standard rules of procedure.

6. The principles and conditions on public access to documents applicable to the 
Commission shall apply to the committees.

7. The European Parliament shall be informed by the Commission of committee 
proceedings on a regular basis. To that end, it shall receive agendas for 
committee meetings, draft measures submitted to the committees for the 
implementation of instruments adopted by the procedure provided for by 
Article 251 of the Treaty, and the results of voting and summary records of the 
meetings and lists of the authorities and organisations to which the persons 
designated by the Member States to represent them belong. The European 
Parliament shall also be kept informed whenever the Commission transmits to 
the Council measures or proposals for measures to be taken.

8. The Commission shall, within six months of the date on which this Decision 
takes effect, publish in the Official Journal of the European Communities, a 
list of all committees which assist the Commission in the exercise of 
implementing powers. This list shall specify, in relation to each committee, the 
basic instrument(s) under which the committee is established. From 2000 
onwards, the Commission shall also publish an annual report on the working 
of committees.

9. The references of all documents sent to the European Parliament pursuant to 
paragraph 3 shall be made public in a register to be set up by the Commission 
in 2001

The main tasks of the Committee are to clarify the requirements laid down in the 
Annexes of the Directive, the criteria referred to in Article 3.4 and the generally 
recognised standards for electronic signature products established and published 
pursuant to Article 3.5.

20. Notification (Art. 11)

Member States have to notify to the Commission and the other Member States the 
following: 

(a) information on national voluntary accreditation schemes, including any 
additional requirements pursuant to Article 3(7); 

(b) the names and addresses of the national bodies responsible for accreditation 
and supervision as well as of the bodies referred to in Article 3(4); 

(c) the names and addresses of all accredited national certification service 
providers. 

The information supplied and changes in respect of that information have to be 
notified by the Member States as soon as possible. 

21. Review (Art. 12)

Two years after its implementation the Commission will carry out a review of the 
Directive so as, inter alia, to ensure that the advance of technology or changes in the 
legal environment have not created barriers to achieving the aims stated in the 
Directive. It will examine the implications of associated technical areas and submit a 
report to the European Parliament and the Council on this subject. The report will in 
particular include an assessment, on the basis of experience gained, of aspects of 



harmonization. The report shall be accompanied, where appropriate, by legislative 
proposals.

22. Implementation (Art. 13)

The Member States have to transpose the Electronic Signature Directive before 19 
July 2001 and forthwith inform the Commission thereof. When Member States adopt 
these measures, they have to contain a reference to the Directive or be accompanied 
by such a reference on the occasion of their official publication. The methods of 
making such reference can be laid down by the Member States themselves. 
Member States are required to communicate to the Commission the text of the main 
provisions of domestic law which they adopt in the field governed by this Directive. 


