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1 INTRODUCTION

1.1 Overview

This Certificate Policy (CP) defines the requirements applicable to the life cycle management of subscriber
digital certificates delivered by Protect and Sign (Personal signature) service.

The present CP contains also the public information of the Certificate Practice Statement (CPS) but it is
named CP.

Subscriber certificates are signed by Subordinate Certification Authorities (Sub-CA) owned by DOCUSIGN
FRANCE or a customer of DOCUSIGN FRANCE (according to [PSMP]).

The electronic certificates issued and managed in compliance with this certificate policy, hereafter referred to
as “Subscriber certificates,” are delivered to the users (hereafter named Subscriber) of the Protect and Sign
(Personal signature) Customers using the Protect and Sign (Personal signature) Service.

The present CP describes the management of Subscriber and CA certificate and key pair.

The CA shall implement the services described in this CP in a non-discriminatory manner within the limits of
what current technologies allow.

This CP is based on:

-  RFC 3647 « Certificate Policy and Certification Practices Framework » issued by the Internet
Engineering Task Force (IETF).
- ETSI documents:
o [119 312]: “ETSI TS 119 312 V1.3.1 (2019-02): Electronic Signatures and Infrastructures

(ESI); Cryptographic Suites”;

o [319 401]: « ETSI EN 319 401 V2.2.1 (2018-04) Electronic Signatures and Infrastructures
(ESI), General Policy Requirements for Trust Service Providers. »;

o [319412]:

= «ETSI EN 319 412-1 1.4.1 (2020-06): Electronic Signatures and Infrastructures
(ESI); Certificate Profiles, Part 1: Overview and common data structures. »;

= «ETSI EN 319 412-2 V2.2.1 (2020-07): Electronic Signatures and Infrastructures
(ESI), Certificate Profiles, Part 2: Certificate profile for certificates issued to natural
persons »;

= «ETSI EN 319 412-5 V2.3.1 (2020-04): Electronic Signatures and Infrastructures
(ES)), Certificate Profiles, Part 5: QCStatements »;

o [319411]:

= «ETSI EN 319 411-1 V1.2.2 (2018-04)»: « Electronic Signatures and
Infrastructures (ESI), Policy and security requirements for Trust Service Providers
issuing certificates, Part 1: General requirements »;

= «ETSI EN 319 411-2 V2.2.2 (2018-04) »: « Electronic Signatures and Infrastructures
(ESI); Policy and security requirements for Trust Service Providers issuing certificates;
Part 2: Requirements for trust service providers issuing EU qualified certificates ».

- [PSMP]: Proof Signature and Management Policy, version 1.6 “DSF_Protect and Sign_Personal
Signature_PSGP v 1 67;

- [PSM SSCD]: “Secure Information Technology Center — Austria, QSCD-CERTIFICATE PURSUANT TO
ART. 30 PARA 3 LIT B. EIDAS1, Qualified Signature Creation Device (QSCD), Protect & Sign, version
4.67, QSCD-Certificate issued on: 2019-12-06, Reference number: A-SIT-VIG-19-070” notified in EU list
(https://esignature.ec.europa.eu/efda/notification-tool/#/screen/browse/list/QSCD _SSCD).

1.2 Document Name and ldentification

Issued under OID numbers are given in the table below:
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CA « Cloud Signing Personal Signature CA »:
o SBS EU certified (usage unique signature), ETSI 102 042 LCP:

= 1.3.6.1.4.1.22234.2.8.3.9: This certificate profile will not be anymore issued by the
CA after July 2017. CA will still publish the associated CRL. There is no valid
certificate under this CA with this profile.

o Advanced signature with qualified certificate (usage unique de signature), ETSI 101 456
QCP:

= 1.3.6.1.4.1.22234.2.8.3.7: This certificate profile will not be anymore issued by the
CA after July 2017. CA will still publish the associated CRL. There is no valid
certificate under this CA with this profile.

o SBS Qualified (usage unique signature), ETSI EN 319 411-2 QCP-n-gscd:

= 1.3.6.1.4.1.22234.2.8.3.20: This profile is implemented by the CA and certified ETSI.
This profile will no longer be implemented by the CA from 01 October 2019 because
the CA will no longer be qualified from 01 October 2019.

CA “DocuSign Premium Cloud Signing CA — SI1”:
o SBS Qualified (usage unique signature), ETSI EN 319 411-2 QCP-n-gscd:

= 1.3.6.1.4.1.22234.2.14.3.31: This profile is implemented by the CA and ETSI certified
with the new certificate profile.

CA “DocusSign Cloud Signing CA — SI1”:
o SBS EU certified (usage unique signature), ETSI EN 319 411-1 LCP

= 1.3.6.1.4.1.22234.2.14.3.32: This profile is implemented by the CA and ETSI certified
with the new certificate profile.

This CP covers all these OID in one document. When there are dedicated and particular rules that shall be
described in a section of the CP, OID is used to identify a sub-section in the CP in order to clearly identify the
applied rules for the particular mentioned level.

1.3 PKI Components

DOCUSIGN FRANCE has established a Policy Management Authority (PMA) to manage the PKI
components and services. The PKI is composed of the components described hereafter and supports the
following services (PKI services):

Generation of Sub-CA key pair: generates the sub-CA key pairs and associated CSR during key
ceremonies.

Subscriber registration: consist in collecting and verify Subscriber identity and information that will be
used to construct certificate requests and/or included in technical certificates.

Key pair generation for Subscriber: consist in generate key pair for a Subscriber.

Subscriber certificate generation: generating Subscriber certificates.

Authentication of Subscriber revocation request (only for emergency cases according the contract
signed between DocuSign France and the Customer): consist in collecting information in order to
authenticate a revocation request and transmitting a revocation request to the CA.

Revocation of Subscriber certificates (only for unexpired certificate): when the link between a
Subscriber and the public key included in its certificate is considered no longer valid, and then the CA
revokes the Subscriber certificate.

Log trail generation: generates log that are used either for the audit purpose or to be analyzed in order
to solve an incident.

Publication of a CRL: a CRL is issued by CA for Subscriber certificate. This CRL is always empty
because there is no revocation service for Subscriber.

OCSP services: CA delivers OCSP status information for the Subscriber certificate.
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- Publication services: publication of Sub-CA certificate and all relevant information related to the use of
Sub-CA services and Subscriber certificate.

This CP gives the security requirements applicable to all services while the associated Certification Practice
Statement (CPS) will give more details on practices enforced by each components participating in the PKI
activities.

Major changes within the TSP or its AE partners are notified to ANSSI.

1.3.1  Policy Management Authority (PMA)

The PMA is the PKI lead authority and is managed by DOCUSIGN FRANCE.

The PMA approves CP and Certification Practice Statement (CPS) used to support the PKI certification
services.

The PMA defines the organization of PKI components and services, is in charge of nominating the PKI
components and verifying the compliance of the services they deliver with applicable sections of this CP and
its corresponding CPS.

PMA main mission at minimum the following:

- Approves PKI services and prices to be delivered by the PKI infrastructure.

- Approves Certificate Policies.

- Approves CA creation and revocation.

- Approves the choice of RCA and ICA used to sign Sub-CA.

- Approves cryptographic specification (algorithms used for signature, encryption, authentication, hash
functions and key length, operational lifetime) for the PKI systems and any related change.

- Approves the specifications of cryptographic tokens that generate keys and host subscribers certificates

- Approves PKI applications standards. This will guarantee the required level of interoperability and
acceptance by RCA.

- Approves compliance between security practice documents and related policies (for instance CPS/CP).

- Approves final annual internal audit report of all the PKI's components.

- Approves external audit report of RA performed by DocuSign France.

- Manage external audit of RA.

- Approves the Consent Protocol chosen defined with DocuSign France.

- Approves procedures defined by Customer for Subscriber management.

- Guarantees the validity and the integrity of the PKI published information.

- Ensures that a proper process to manage security incidents within the PKI services and PKI
components is in place.

- Arbitrates disputes relating to the PKI services and the use of certificates and ensures that the
resolution of such disputes is published.

1.3.2  Subordinate Certification Authorities (Sub-CA)

The Sub-CA is owned by DOCUSIGN FRANCE or a Customer and operated by DOCUSIGN FRANCE.
The Sub-CA supports the following PKI services:

- Generation of Sub-CA key pairs.

- Subscriber certificate generation.

- Revocation of Subscriber certificates (according the contract between DocuSign France and Customer)
- Publication of a CRL.

- Log trail generation.
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A Sub-CA operates its services according to this CP and the corresponding CPS. A Sub-CA cannot start
operation without prior approval of the PMA.

1.3.3  Registration Authority (RA)

RA is owned by Customer and operated by entity designated by Customer.
RA supports the following PKI services:

- Authentication of Subscriber revocation request.
- Subscriber registration.
- Log trail generation.

The RA is designated and authorized by the Sub-CA on a contractual basis. Consequently, the RA
documents and implements procedures for the identification of legal entities and private individuals, in
accordance with the rules it has defined based on its needs, particularly in the Consent Protocol. Its role is to
prove that the requester matches the identity and attributes that will be indicated in the Certificate. These
identification procedures vary depending on the level of trust the RA decides to apply to this verification.

RA is responsible to define procedure that address especially section 3, 4, 5, 6, 8 and 9 of the present CP
that concerns RA. If the Customer designates a different legal entity different from the Customer, then a
contract, or legal document according the link between the Customer and legal Entity designated by
Customer, has to be established between Customer and the legal entity designated by the Customer in order
to cover the RA services addressed by the designated entity.

Procedures to manage Subscriber, defined by RA, are performed by RA Operator. RA is responsible to
establish and maintain a RA Operator list of all RA Operator that are allowed to enroll Subscriber.

The CPS gives details how an RA is organized and performs its operation according to the type of certificate
to be delivered to a Subscriber.

An RA operates its services according to this CP and the corresponding CPS. An RA cannot start operation
without prior approval of the PMA.

1.3.4  Operational Authority (OA)

The Operational Authority (OA) is the entity that hosts and manages all the software, hardware and HSM
used to support PKI services. The OA is the entity which sets up and realizes all operations for the PKI
services. The CPS gives details on how each service is provided to each PKI component.

PKI components are operated by:

— DOCUSIGN FRANCE that is the OA for the Sub-CA and PS.
— Customer that is the OA for the RA.

The OA operates its services according to this CP and the corresponding CPS. The OA cannot start
operation without prior approval of the PMA.

1.3.5 Publication Service (PS)

PS is owned by DOCUSIGN FRANCE and operated by DOCUSIGN FRANCE.

The Publication Service (PS) is the DOCUSIGN FRANCE repository (refer to chapter 2 below) which
provides the following PKI services:

- Publication services (refer to section 2 below).
- Log trail generation.
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1.3.6  Subscriber

A Subscriber is a physical person whose identity appears as subject in a Subscriber Certificate and who
signs a document using Protect and Sign (Personal Signature) service. Subscriber key pair and certificate
generation are linked to the signature operation performed by Subscriber according [PSMP] and customer
rules, described in Customer documents, technically implemented in Consent Protocol.

Subscribers abide to this CP and the associated procedures as described in the RA documentation.

1.3.7 Other Participants

1.3.71 Customer

Customer is a Legal Entity that establishes a contract with DOCUSIGN FRANCE to use Protect and Sign
(Personal signature) service. Customer designates entity that is RA. In the contract between Customer and
DOCUSIGN FRANCE all RA obligations are included. Customer defines enroliment rules that RA shall
implements, selects the level of trust for Subscriber Certificate and selects and defines the Consent Protocol.
Consent Protocol shal request the use of a technical activation data from Subscriber. RA shall be audited
according rules defined in section 8 below.

1.3.7.2  Relying Parties

Relying Parties are entities that act in reliance on the validity of the binding of the Subscriber identity to a
public key. A Relying Party is responsible for deciding how to check the validity of a Subscriber certificate, at
least by checking the appropriate certificate status information (using CRLs and ARLs or OCSP responses)
for the Subscriber, Sub-CA, ICA and Root CA certificates. A Relying Party may use information in the
certificate (such as Certificate Policy identifiers) to determine the suitability of the certificate for a particular
use.

1.4  Certificate Usage

1.4.1  Appropriate Certificate Use

1.41.1  Sub-CA Certificate

A Sub-CA certificate is used to validate Subscriber certificates and CRLs and OCSP certificate it has
delivered.

Each Sub-CA private key is allowed to sign the following types of certificates:

- Sub-CACSR.
- Subscriber certificate.

1.4.1.2  Subscriber

The uses of private key are the following:

- Used to sign electronic document according Consent Protocol (with a technical activation data) and
Customer Signature Policy.
- Used to sign CSR (Pkcs#10 format).

The uses of certificate are the following:

- Used to verify electronic signature applied on document using Protect and Sign (Personal signature)
service.

1.4.2 Prohibited Certificate Use

No other uses than the ones stated in section 1.4.1 above are covered by this CP.
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DocusSign France is not responsible for any other use than the ones stated in this CP.
1.5 Policy Administration

15.1 Organization Administering the Document

PMA is responsible for all aspects of this CP and the associated CPS.

15.2  Contact Person
PMA is the entity to be contacted for all questions about the present document:
e PMA de DocusSign France.

e https://www.docusign.fr/ (Les informations de contacts sont disponibles sur cette page).

e DocuSign France — 9-15 rue Maurice Mallet - 92131 Issy-les-Moulineaux Cedex — France.

1.5.3  Person Determining CPS Suitability for the Policy

The PMA approves the CPS. The PKI will be audited periodically to verify compliance as per PMA guidelines
and standards approved by the PMA. The Audit ensures that the CPS is implemented correctly and is
compliant with the CP. Further, the PMA reserves the right to audit the PKI as set in section 8 of this CP.

In any case, determination of compliance shall be based on independent audits.

1.5.4 CPS Approval Procedures

Amendments shall either be in the form of a new CPS (with a sum up of the modifications) or an update
notice that contains the modifications and the references in the previous CPS. The creation or modification of
the existing CPS is at the discretion of the PMA. A new CPS automatically replaces the previous one and
becomes operational as soon as the PMA has approved it. Any new CPS or update to the existing CPS must
be compliant with this CP before approval.

1.6 Definitions and Acronyms

1.6.1 Definitions

Term Definition

Accreditation Formal declaration by a Designated Approving Authority that an Information
System is approved to operate in a particular security mode using a
prescribed set of safeguards at an acceptable level of risk.

Secret data (e.g.: password, PIN code, certificate or OTP) that is used to

Activation Data ) i . .
perform cryptographic operations using a Private Key.

An independent review and examination of documentation, records and
Audit activities to access the adequacy of system controls, to ensure compliance
with established policies and operational procedures, and to recommend
necessary changes in controls, policies or procedures.

The process whereby one party has presented an identity and claims to be

Authentication that identity and the second party confirms that this assertion of identity is
true.
Authentication data Particular technical activation data (like for example OTP or authentication

certificate) used by Subscriber to be authenticated by Protect and Sign
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(Personal signature) service in order to sign a document according a
Consent Protocol.

Authority Revocation
List (ARL)

A list of revoked Certification Authority Certificates. Technically, an ARL is a
CRL.

The property of being accessible and upon demand by an authorized entity
[ISO/IEC 13335-1:2004]. It means that an electronic data stored using

Availabilit
y means (hard disk, paper ...) can be still readable and have the same
meaning after and during its storage.
A Certificate is a data structure that is digitally signed by a Certification
Authority, and that contains the following pieces of information:
o The identity of the Certification Authority issuing it.
o The identity of the certified Subscriber.
Certificate o A Public Key that corresponds to a Private Key under the

control of the certified Subscriber.
o The Operational Period.
o A serial number.

o The Certificate format is in accordance with ITU-T

Recommendation X.509 version 3.

Certificate Extension

A Certificate may include extension fields to convey additional information
about the associated Public Key, the Subscriber, the Certificate Issuer, or
elements of the certification process.

Certificate
Manufacturing

The process of accepting a Public Key and identifying information from an
authorized Subscriber, producing a digital Certificate containing that and
other pertinent information, and digitally signing the Certificate.

Certificate Policy (CP)

A named set of rules that indicates the applicability of a Certificate to a
particular community and/or class of applications with common security
requirements.

Certificate Request

A message sent from a Customer to a Sub-CA in order to apply for a digital
Certificate. The Certificate request contains information identifying the
Subscriber and sometimes activation data.

Certificate Revocation
List (CRL)

A list of revoked Certificates that is created and signed by a CA. A Certificate
is added to the list if revoked (e.g., because of suspected key compromise,
distinguished name (DN) change) and then removed from it when it reaches
the end of the Certificate’s validity period. In some cases, the CA may
choose to split a CRL into a series of smaller CRLs.

When a Subscriber chooses to accept a Certificate the Relying Party
Agreement requires that this Relying Party check that the Certificate is not
listed on the most recently issued CRL.

Certificate Validity
Period

The certificate validity period is the time interval during which the CA
warrants that it will maintain information about the status of the certificate.
[RFC 3280].

Certification Path (also
called trusted path or
trusted certification

A chain of multiple certificates needed to validate a certificate containing the
required public key. A certificate chain consists of a RCA-certificate (anchor),
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chain)

CA-certificate and the Subscriber certificates signed by the CA.

Certification Practice
Statement (CPS)

A statement of the practices, which a CA employs in issuing and revoking
Certificates, and providing access to same. The CPS defines the equipment
and procedures the CA uses to satisfy the requirements specified in the CP
that are supported by it.

Common Criteria

Common Criteria for Information Technology Security Evaluation is an
international standard (ISO/IEC 15408) for information technology security
certification.

Compromise

A violation (or suspected violation) of a security policy, in which an
unauthorized disclosure of, or loss of control over, sensitive information may
have occurred. With respect to private keys, a Compromise is a loss, theft,
disclosure, modification, unauthorized use, or other compromise of the
security of such private key.

Confidentiality

The property that information is not made available or disclosed to
unauthorized individuals, entities, or processes [ISO/IEC 13335-1:2004].

Cryptographic domain
(for HSM)

Trusted environment that contains one or several keys and managed with
dedicated activation data. This trusted environment is deployed in a
Hardware Security Module (HSM) to activate and use keys.

Consent Protocol

Document in which the Customer specifies all of the rules to be followed by a
given Customer Application using the Protect and Sign (Personal signature)
Service, including: (i) the definition of the actions to be carried out by the
Subscriber to sign the document proposed by the Customer, (ii) the terms
and conditions of Subscriber, (iii) the methods used by the Protect and Sign
(Personal signature) Service to authenticate the Subscriber for the signature
operation and therefore the Subscriber key pair and certificate generation,
and (iv) the type of file submitted by the Customer to be signed
(XML/PDF...).

Digital Signature

The result of a transformation of a message by means of a cryptographic
system using keys such that a person who has received a digitally signed
message can determine:

e Whether the transformation was created using the private signing key
that corresponds to the signer’s public verification key.

e Whether the message has been altered since the transformation was
made.

Directory

A directory system that conforms to the ITU-T X.500 series of

Recommendations.

Disaster Recovery
Plan

A plan defined by a CA to recover its all or part of PKI services, after they've
been destroyed following a disaster, in a delay define in the CP/CPS.

Distinguished Name

A string created during the certification process and included in the
Certificate that uniquely identifies the Subscriber within the CA domain.

Encryption Key Pair

A public and private Key Pair issued for the purposes of encrypting and
decrypting data.

Federal Information

Federal standards that prescribe specific performance requirements,
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Processing Standards
(FIPS)

practices, formats, communications protocols, etc. for hardware, software,
data, telecommunications operation, etc. U.S. Federal agencies are
expected to apply these standards as specified unless a waiver has been
granted in accordance with agency waiver procedures.

Hardware Security
Module (HSM)

An HSM is a hardware device used to generate cryptographic Key Pairs,
keep the Private Key secure and generate digital signatures. It is used to
secure the CA keys, and in some cases the keys of some applications
(Subscribers).

Hardware Token

A hardware device that can hold Private Keys, digital Certificates, or other
electronic information that can be used for authentication or authorization.
Smart card and USB tokens are examples of hardware tokens.

Hash Function

A function which maps string of bits to fixed-length strings of bits,
satisfying the following two properties:

- It is computationally infeasible to find for a given output an input
which maps to this output;

- Itis computationally infeasible to find for a given input a second input
which maps to the same output [ISO/IEC 10118-1].

Internet Engineering
Task Force(IETF)

The Internet Engineering Task Force is a large open international community
of network designers, operators, vendors, and researches concerned with
the evolution of the Internet architecture and the smooth operation of the
Internet.

Integrity

Refers to the correctness of information, of originator of the information, and
the functioning of the system which processes it.

Interoperability

Implies that equipment and procedures in use by two or more entities are
compatible, and hence that it is possible to undertake common or related
activities.

Key Ceremony
(KC)

A Key Ceremony (KC) is an operation enabling the management
(generation and destruction) of cryptographic key pairs and CA life-cycle
(certificate signature and revocation). A key ceremony requires a
minimum number of trusted employees whom represent the owner of the
PKI.

Key Generation

The process of creating a Private Key and Public Key pair.

Object Identifier (OID)

An object identifier is a specially-formatted sequence of numbers that is
registered with an internationally-recognized standards organization.

OCSP

Protocol useful in determining the current status of a digital Certificate
without requiring CRLSs.

Operational Period of
a Certificate

The operational period of a Certificate is the period of its validity. It would
typically begin on the date the Certificate is issued (or such later date as
specified in the Certificate), and end on the date and time it expires as noted
in the Certificate or earlier if revoked.

Organization

Department, agency, partnership, trust, joint venture or other association.

PIN

Personal Identification Number. See activation data for definition
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PKCS #10

Public-Key Cryptography Standard #10, developed by RSA Security Inc.,
which defines a structure for a Certificate Signing Request.

PKI Disclosure
Statement (PDS)

Defined by IETF’'s RFC 3647 as "An instrument that supplements a CP or
CPS by disclosing critical information about the policies and practices of a
CA/PKI. A PDS is a vehicle for disclosing and emphasizing information
normally covered in detail by associated CP and/or CPS documents.
Consequently, a PDS is not intended to replace a CP or CPS.

IETF Working Group chartered to develop technical specifications for PKI

PKIX
components based on X.509 Version 3 Certificates.
Private Key The Private Key of a Key Pair used to perform Public Key cryptography. This
key must be kept secret.
The Public Key of a Key Pair used to perform Public Key cryptography. The
Public Key Public Key is made freely available to anyone who requires it. The Public
Key is usually provided via a Certificate issued by a Certification Authority
and is often obtained by accessing a repository.
Public Key A set of policies, processes, server platforms, software and workstations
Infrastructure used for the purpose of administering Certificates and public-private Key
Pairs, including the ability to issue, maintain, and revoke Public Key
(PKI) Certificates.

Public/Private Key Pair
(also named Key Pair)

Two mathematically related keys, having the properties that (i) one key can
be used to encrypt data that can only be decrypted using the other key, and
(i) knowing one of the keys which is called the Public Key, it is
computationally infeasible to discover the other key which is called the
Private Key.

Sub-CA domain space

Sub-CA domain space is the set of all the certificates delivered by the Sub-
CA.

Registration

The process whereby a user applies to a Certification Authority for a digital
Certificate.

Repository

Publication service providing all information necessary to ensure the
intended operation of issued digital Certificates (e.g.: CRLs, encryption
Certificates, CA Certificates).

Revocation

To prematurely end the Operational Period of a Certificate from a specified
time forward.

RFC3647

Document published by the IETF, which presents a framework to assist the
writers of Certificate Policies or certification practice statements for
participants within Public Key infrastructures, such as certification authorities,
policy authorities, and communities of interest that wish to rely on
Certificates. In particular, the framework provides a comprehensive list of
topics that potentially (at the writer's discretion) need to be covered in a
Certificate Policy or a certification practice statement.

RSA

A public key cryptographic system invented by Rivest, Shamir, and Adelman.

Signature Key Pair

A public and private Key Pair used for the purposes of digitally signing
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electronic documents and verifying digital signatures.

Trusted Role

Those individuals who perform a security role that is critical to the operation
or integrity of this PKI.

Trustworthy System availability, reliability, and correct operation; (c) are reasonably suited to

Computer hardware, software, and/or procedures that: (a) are reasonably
secure from intrusion and misuse; (b) provide a reasonable level of

performing their intended functions, and (d) adhere to generally accepted
security procedures.

valid Certificate listed in it has accepted, (3) has not expired, and (4) has not been revoked.

A Certificate that (1) a Certification Authority has issued, (2) the Subscriber

Thus, a Certificate is not “valid” until it is both issued by a CA and has been
accepted by the Subscriber.

1.6.2 Acronyms

Acronym Means

AES Advanced Encryption Standard

ARL Authority Revocation List

CA Certification Authority

CDS Adobe Certified Document Services

CP Certificate Policy

CPS Certification Practice Statement

CRL Certification Revocation List

CSR Certificate Signing Request

DES Data Encryption Standard

DN Distinguished Name

EAL Evaluation assurance level, ISO 15408 (Common Criteria) norm for certification of security
products

FIPS United States of America, Federal Information Processing Standards

HTTP Hypertext Transport Protocol

IP Internet Protocol

ISO International Organization for Standardization
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LDAP

Lightweight Directory Access Protocol

MBUN

“Meaningless But Unique Number’ a number that is assigned by the PKI to assist in
differentiating Subscribers with otherwise similar attributes.

MofN

M out of N (Threshold Scheme)

Organization

OoCcsP

Online Certificate Status Protocol

OID

Obiject Identifier

ou

Organizational Unit

PIN

Personal Identification Number

PKCS

Public-Key Cryptography Standard

PKI

Public Key Infrastructure

PS

Publication Service

RCA

Root Certification Authority

RFC

Request For Comment

RSA

Rivest, Shamir, Adleman

SHA

Secure Hash Algorithm

SSL

Secure Socket Layer

SSCD

Secure Signature Creation Device

Sub-CA

Subordinate CA

TDES

Triple DES

TLS

Transport Layer Security
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2 PUBLICATION AND REPOSITORY RESPONSIBILITIES

2.1 Repositories

The Publication Service is responsible for making available the any published information related to the Sub-
CA services.

The PS shall be deployed so as to provide high levels of reliability (24 out of 24 hours, 7 out of 7 days) with
99.9 availability.

2.2 Publication of Certification Information
The PS publishes the following data:

- CP: https://lwww.docusign.fr/societe/politigues-de-certifications

- CA certificate: https://www.docusign.fr/societe/politiques-de-certifications

- The PDS is published for qualified certificates only (the URL is in the certificate profile in the appendix).
- CRL: refer to section 10 below.

The last CRL of each expired CA is put on line with the entire AC chain in the above repository used for CP.
It will be also accessible online using the CRL DP URL.

CA ensures that terms and conditions are made available to Subscribers and Relying Party as following:

— Subscriber: terms and conditions are shown to the Subscriber during the Consent Protocol or in the RA
portal.

— Relying Party: terms and conditions and information as required by ETSI to be published for Relying
party are already contained in the present CP in sections; 1.4, 4.4, 4.5.2, 4.9.6, 5.5, 9, 9.6, 9.7, and 9.8.

— Customer is responsible to establish and make available particular terms and conditions to complete
ETSI requirements for Relying Party and Subscriber.

2.3 Time or Frequency of Publication
Information identified in section 2.2 above is made available:

- CP:
o Before start of service for the initial CP.
o Best effort after any CP update or replacement is approved by the PMA.

- CA certificate:
o Before start of service for the initial CA and best effort after generation of CA certificates
following a renewal or re-key.

2.4 Access Controls on Repositories
The PS is responsible for the security policy set granting access to the published information.

Access to read information is publicly and internationally available through the Internet, in readily language,
for the following information for CP and CA certificate.
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3 IDENTIFICATION AND AUTHENTICATION
3.1 Naming

3.1.1  Types of Names

The attribute fields for “Issuer Name” and “Subject” shall be compliant with RFC 5280. Details for the type of
use coding are given below.

3111 Sub-CA

The DN content for Sub-CA certificates is detailed in section 10 below.

3.1.1.2  Subscriber

The DN content for Subscriber certificates is detailed in section 10 below.

3.1.2 Need for Names to Be Meaningful

The certificates issued pursuant to this CP are meaningful only if the names that appear in the certificates
can be understood and used by Relying Parties. Names used in the certificates must identify the person to
which they are assigned in a meaningful way and shall be in line with the identity card of the Subscriber
3.1.2.1 Sub-CA

A key pair can be linked with only a unique CN for each Sub-CA certificate.

3.1.2.2  Subscriber

In all cases, the identity set in the Subscriber certificate is the built using at least one of first name and last
name as written in official ID of the Subscriber

RA is sole responsible to define identity of Subscriber.
Only Subscribers certificates with the RA’s or DRA’s name in the “OU” field can be issued (refer to section

10.3 and 10.4 below) by the Sub-CA.

3.1.3  Anonymity or Pseudonymity of Certificate

This policy does not permit anonymous certificates. All certificates shall contain information from the
enterprise directory or manually entered by the RA.

3.14 Rules for Interpreting Various Name Forms

3141 Sub-CA

Relying parties shall use the subject name contained in the certificate (refer to section 3.1.1) to identify the
Sub-CA.

3.1.42 Subscriber

Subscriber certificates can be identified using the CN field contained in the DN. The CN field is not
guaranteed to be unique.
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3.1.5 Uniqueness of Names

3.151 Sub-CA

Names contained in any Sub-CA certificate (refer to section 3.1.1 above) shall be unique in the ICA trust
domain, and all names shall be provided to the entity providing ICA services for inclusion in the appropriate
name constraint values of the Sub-CA Certificate.

3.15.2  Subscriber

A certificate’s uniqueness is based on the uniqueness of its serial number within the domain of the CA.

The RA shall be responsible for ensuring DN uniqueness in Certificates issued by the Sub-CA, and for
handling DN-related conflicts. To do so, the RA must create a unique TransNUM for each Subscriber and
signed document to be inserted by CA in the DN of Subscriber Certificate.

3.1.6  Recognition, Authentication, and Role of Trademarks

No stipulations.
3.2 Initial Identity Validation

3.2.1 Method to Prove Possession of Private Key

3211 Sub-CA

Sub-CA key pairs shall be generated, stored, activated, used, and destroyed by the OA in a way that
demonstrates to the PMA that each Sub-CA owns the private key corresponding to the public key contained
in its Sub-CA certificate.

3.2.1.2  Subscriber

For Subscriber Certificates, proof of ownership of the private key corresponding to the Subscriber Certificate
used for signing purposes is provided by the technical and organizational resources defined in the Consent
Protocol, chosen by Customer, used and applied as part of the Protect and Sign (Personal signature)
Service when the certificate request is made.

3.2.2  Authentication of Organization ldentity

Not applicable. The CA doesn’t include any information related to the legal entity of the Subscriber in the
Certificate. The CA only sets the name of the legal entity that is RA in an OU field of the Subscriber's DN.

The RA legal entity is authenticated by CA during contractual phase with RA.

3.2.3  Authentication of Physical Person Identity

3.2.3.1  Subscriber

The RA is also responsible for collecting and storing the required information to provide evidence of the
Subscriber identity set in the certificate and information used by Subscriber to sign (email and phone
number).

The enrollment of a Subscriber prior to issuing a Subscriber Certificate is performed directly by the RA.

Subscriber identity verification rules are left to the discretion of the RA, which is in charge of managing the
Subscriber.

Subscriber shall be authenticated using an official ID document (passport, national ID card, residence permit
and Austrian driving license only in Austria and only model of driving license issued after March 01 2006 on a
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card model with a photo and security features as described here :
http://www.consilium.europa.eu/prado/en/prado-documents/AUT/F/docs-per-category.html).

The particular rules below shall be implemented by the Customer according its OID choice.

3.23.11 OID:1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.8.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

RA shall carry out the authentication of the Subscriber identity, under RA rules and meeting the requirements
contractually defined by the CA audited as compliant against ETSI 319 411-2. Initial registration is used to
collect identity, email and phone number of the Subscriber. Initial registration is also used to securely
distribute the secure authentication means to the Subscriber for remote access to the RA portal if RA has
such function.

The RA shall verify at the time of initial registration, by appropriate means and in accordance with national
law, the identity and, if applicable, any specific attributes of the person to which a qualified Certificate is
issued:

e by the natural presence of the natural person; or

e remotely, using electronic identification means, for which prior to the issuance of the qualified
Certificate, a physical presence of the natural person was ensured and which meets the requirements
set out in Article 8 of the eIDAS regulation with regard to the assurance levels ‘substantial’ or ‘high’; or

e by means of a Certificate of a qualified electronic signature or of a qualified electronic seal; or

e by using other identification methods recognised at national level which provide equivalent assurance in
terms of reliability to physical presence, within the meaning of article 24(1) of the elDAS regulation. The
equivalent assurance shall be confirmed by a conformity assessment body.

Evidence shall be provided of:

¢ full name (including surname and given names consistent with the national identification practices);
e date and place of birth, reference to a nationally recognised identity document, or other attributes which
can be used to, as far as possible, distinguish the person from others with the same name.

If evidence is provided of a nationally recognised identity document, the DRA shall check that this document
is still valid and authentic.

3.23.1.2 0ID:1.3.6.1.4.1.22234.2.8.3.9 and 1.3.6.1.4.1.22234.2.14.3.32

RA shall collect either direct evidence, or an attestation from an appropriate and authorized source, of the
identity (e.g. name) and, if applicable, any specific attributes of subscriber to whom a certificate is issued.
Submitted evidence may be in the form of either paper or electronic documentation. Verification of the
Subscriber’s identity shall be at time of registration by appropriate means and in accordance with national
law.

For Subscriber, evidence shall be provided of:

— Full name (included surname and given names consistent with the applicable law and national
identification practices).

— Date and place of birth, a nationally recognized identity number, or other attributes which may be used
to, as far as possible, distinguish the person from others with the same name.
It is recommended that the place be given in accordance to national conventions for registering births.
RA shall

3.24  Validation of Authority
The authentication and identification of an authority of a subscriber’s is done by the RA using and verifying
information required by section 3.2.2 above.
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Any Certificates issued by any CA that contain explicit or implicit Subscriber entity affiliation shall be issued
only pursuant to the stipulations of section 3.2.2 above.

3.25 Non-Verified Subscriber Information

There is no non verified information used by the RA to fill a certificate.

3.2.6  Criteria for Interoperation

Certificates delivered by PKI components are managed according to the rules and requirements stated by
the CA and Customer in compliance with Adobe and ETSI requirements.

3.3 Identification and Authentication for Re-key Requests

3.3.1 Identification and Authentication for Routine Re-key

3311 Sub-CA

Same procedures as described in section 3.2 above apply.

3.3.1.2  Subscriber

For this section, Subscriber is already registered by RA and has been successfully issued a first certificate.
Then RA can define a process to issue again others Certificates for the Subscriber. But in this case, as major
and most important information used initially to register Subscriber may stayed valid, RA may want to avoid
to register again completely the subscriber as in section 3.2 above.

This section deals with a new certificate with a new key pair for the Subscriber (Refer to section 4.7).

The RA is also responsible for updating, collecting and storing the required information in order to provide
evidence of the Subscriber identity set in the certificate during renewal operation.

The enrollment for renewal of a User prior to issuing a Subscriber Certificate is performed directly by the RA.

Subscriber identity verification rules are left to the discretion of the RA, which is in charge of managing the
Subscriber for renewal operation.

The procedure for identifying, authenticating and validating a request to issue a new certificate is described
in the Proof Management Policy and in the Consent Protocol used for each Customer using Subscriber
Certificates, and is supplemented by a procedure specific to the RA’s line of business defined by the
Customer.

The method of assigning this identity for a new certificate is therefore defined by the Customer, which enrolls
all of its Users with its identification data and authentication data.

The particular rules below shall be implemented by the Customer according its OID choice.

RA shall check the existence and validity of the certificate (not revoked) to be renewed ant that the
information used to verify the identity and attributes of the subscriber is still valid.

If any of the CA terms and conditions have changed, these shall be communicated to the Subscriber.

If any information of Subscriber to be set in Subscriber certificate (refer to section 3.1.1 above) have
changed then the registration shall be performed against procedure as defined in section 3.2 above at least
concerning information that have changed.

Information used to authenticate Subscriber during consent protocol (like email address and phone number)

can only be modified by Subscriber after verification performed by RA in order to be sure that update
information are linked to the Subscriber for consent protocol.
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3.3.2  Ildentification and Authentication for Re-key After Revocation
3.3.21 RCA,ICAandCA
Same procedures as described in section 3.2 above apply.

3.3.2.2  Subscriber
Same procedures as described in section 3.2 above apply.

RA shall document its rules for re-key for depending on the type of revocation causes.
3.4 Identification and Authentication for Revocation Request

3411 Sub-CA

Sub-CA revocation requests shall only be authorized by PMA members.

3.4.1.2  Subscriber
For Subscribers, the authentication is done according RA procedure approved by DOCUSIGN FRANCE.
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4 CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENTS

4.1 Certificate Application

Sections 4.1, 4.2, 4.3 and 4.4 specify the requirements for an initial application for certificate issuance.
Sections 4.6, 4.7 and 4.8 specify the requirements for certificate renewal.

4.1.1 Who Can Submit a Certificate Application

4111 Sub-CA

The authorized representative of the Sub-CA shall submit the certificate request as directed by the PMA.

41.1.2  Subscriber

Certificate request is under responsibility of RA.

41.2 Enrollment Process and Responsibilities

4121 Sub-CA

Sub-CA certificates must be authorized by the PMA prior to issuance. The issuance process will include
documenting the following information:

- ldentity to set in the certificate (refer to section 3.1.1 above).

- Legal Entity identification data, i.e. full name and legal status of the associated legal person or other
organizational entity and any relevant existing registration information (e.g. company registration) of the
associated legal person or other organizational entity.

- CSR associated with the generated key pair (refer to section 6.1.1). The CSR shall be included in the
application.

4.1.2.2  Subscriber
Certificate application shall contain the following information:

— The Subscriber shall provide a physical address, or other attributes, which describe how the subscriber
may be contacted.

— All required information to construct the Subscriber’s identity to be set in the Certificate as described in
section 3.1.1 (included surname and given names consistent with the applicable law and national
identification practices).

— Subscriber’s identification number of its official ID containing its name and first name, country of
issuance of its official ID, ID type and ID validity period.

41221 0OID:1.3.6.1.4.1.22234.2.8.3.9 and 1.3.6.1.4.1.22234.2.14.3.32

In addition, certificate request shall contain the following information:

- ldentity of RA and if needed the DRA,;
- Localization of the RA,;

- RA or CA collect the ratification of the TOU (Subscriber agreement) by the Subscriber during the
Consent Protocol or in the RA portal using a click in a check box.

41222 0OID:1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.14.3.20 and 1.3.6.1.4.1.22234.2.14.3.31

In addition, certificate request shall contain the following information:
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- ldentity of the RA and if needed the DRA;

- Subscriber’s mobile phone number.
4.2 Certificate Application Processing

4.2.1  Performing Identification and Authentication Functions

4211 Sub-CA

Requests are submitted by an authorized representative at the discretion of the PMA prior to issuance. It is
the responsibility of the PMA to authenticate the authorized representative as described in section 3.2 above,
and to verify that the information in Certificate request is accurate for the CA.

4.2.1.2  Subscriber

It is the responsibility of the RA to verify that the information in Certificate request is accurate for a Physical
person (refer to sections 3.2.2 and 3.2.5 above).

Verification of identity of Subscriber is made during face to face meeting between RA and Subscriber.

4.2.2  Approval or Rejection of Certificate Applications

4221 Sub-CA

The PMA shall be responsible for approving or rejecting the Sub-CA certificate applications.

4.2.2.2  Subscriber

The RA shall be responsible for approving or rejecting Subscriber certificate applications.
4.3 Certificate Issuance

43.1 CA Actions during Certificate Issuance

4311 Sub-CA

The PMA shall transmit the certificate request to the OA and Root CA. The OA shall authenticate the
certificate request prior to the generation of the Sub-CA key pair and CSR. Transmission of the certificate
request and CSR shall be performed in a manner which ensures the integrity of the information.

The following actions must occur during a Sub-CA Key Ceremony, which shall be witnessed by a
DOCUSIGN FRANCE PMA witness:

e Issuance of Sub-CA keys
o Backup of Sub-CA private key
e Generation of Sub-CA CSR (The CSR shall include the Sub-CA’s public key)

The key ceremony shall be documented and a copy shall be provided to the DOCUSIGN FRANCE PMA.
The following actions must occur during a ICA Key Ceremony:

e Generation of Sub-CA certificate.

e Use of ICA private key to sign Sub-CA certificate.

© DocuSign France. All rights reserved. -31-



DocuSign Envelope ID: 524E133F-3AA9-4CA3-B681-9C0159A11485

4.3.1.2  Subscriber

RA transmits the technical certificate request to the CA containing Subscriber’s information (name, first
name, optionally email if required by the CA and phone number) and data to be signed by the Subscriber.

Subscriber uses the activation data according the Consent Protocol chosen by Customer (refer to section 6.4
below). During the Consent Protocol, the Customer shall make available to the Subscriber for validation all
the information used to construct the Subscriber identity in the DN (Refer to section 3.1 above).

CA authenticates the Subscriber using the activation data.
CA generates the Subscriber’s Subscriber certificate.

Protect and Sign (Personal signature) service signs the document transmitted by Customer and includes
Subscriber certificate inside the document.

After signature of the document, Subscriber key pair is destroyed.

Protect and Sign (Personal signature) service transmits the document to the RA.

43121 0OID:1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.14.3.20 and 1.3.6.1.4.1.22234.2.8.3.31

If the Subscriber accepts to sign the document, then it confirms its choice to the RA using RA procedure
(click on a screen ...) and RA means during face to face meeting (refer to section 4.2 above).

43122 0ID:1.3.6.1.4.1.22234.2.8.3.9 and 1.3.6.1.4.1.22234.2.14.3.32

If the Subscriber accepts to sign the document, then it confirms its choice to the RA using RA procedure
(click on a screen ...) and its IT mean.

4.3.2  Notification to Subscriber by the CA of Issuance of Certificate

Not applicable
4.4  Certificate Acceptance

44.1 Conducting Certificate Acceptance

4411 Sub-CA

Acceptance of the Sub-CA certificate shall be performed by the PMA. The Sub-CA shall neither issue
certificates nor sign CRLs until the Sub-CA certificate has been accepted.

4412 Subscriber

If there is a mistake in the Subscriber certificate, then RA shall be alerted by the person (RA or Subscriber)
who performs the verification.

44121 0OID:1.3.6.1.4.1.22234.2.8.3.7, 1.3.6.1.4.1.22234.2.14.3.20 and 1.3.6.1.4.1.22234.2.8.3.31

Acceptance of the certificate is realized by RA verifying with Subscriber the content of the signed document
and signature.

44122 0OID:1.3.6.1.4.1.22234.2.8.3.9 and 1.3.6.1.4.1.22234.2.14.3.32

Acceptance of the certificate is realized by Subscriber verifying the content of the signed document and
signature.
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4.4.2 Publication of the Certificate by the PS

Subscriber Certificate is contained in the signed document signed during the Consent Protocol. Therefore
Customer shall make available the signed document in order to make available the certificate. RA collects
the consent of Subscriber about Subscriber certificate management during the collect of the signed
agreement as specified in section 4.1 above.

For Relying Party, the Subscriber certificate of a particular Subscriber is also contained in the associated
signed document and therefore will be available to a Relying Party if the Relying Party has the signed
document.

Relying party can test the certificate using information published by CA (refer to section 2.2 above).

4.4.3 Notification of Certificate Issuance by the CA to Other Entities

Customer and RA are notified of certificate issuance by CA according Protect and Sign (Personal signature)
services.

4.5 Key Pair and Certificate Usage

45.1 Private Key and Certificate Usage

Subscribers and the Sub-CA shall use their Private Keys for the purposes set forth in section 1.4 above.
Usage of a key pair and the associated certificate shall also be performed as indicated in the certificate itself,
via extensions related to key pair usage (refer to section 6.1.7 below).

45.2 Relying Party Public Key and Certificate Usaqge

Relying parties use the trusted certification path and associated public keys for the purposes constrained by
the certificates extensions (such as key usage, extended key usage, certificate policies, etc.) and to
authenticate the trusted common identity of Subscriber certificates.

Relying parties has to be aware of the security rules to be deployed in the Customer electronic transaction
for the usage of a Subscriber certificate. A Subscriber certificate is used to identify, for example, Subscriber
as a physical person who sometimes belongs to an External Entity. Relying party has to check additional
information (key usage, OID policy ...) in order to accept and use the right Subscriber certificate in the
electronic transaction. The relying party has to use all the required information in the certificate (DN as
described in section 3.1.1 above, extensions ...) in order to be sure to accept the right Subscriber.

A Subscriber certificate can’t be used without preliminary check from Relying party like for example trusted
path, additional information only known from Subscriber and Relying party (in order to register the
Subscriber’s certificate) and Customer information about Subscriber enrollment and use of signed document
verifiable using Subscriber certificate.

4.6 Certificate Renewal

According to RFC 3647, certificate renewal is a process in which only the validity period and the serial
number of the certificate are changed (neither the public key nor any other information in the certificate are
changed).

This practice is not allowed for Subscriber certificates. If a new certificate is created, a new key pair is
created. This practice is authorized for CA and procedure remains the same as for the first CA certificate.

4.7 Certificate Re-key

Certificate re-key shall be processed when a key pair reaches the end of its life (refer to section 6.3.2 below),
the end of operational use, or when the public key is compromised. A new key pair shall be generated in all
cases.
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471 Sub-CA

The same procedures as those applied for initial generation shall apply for a new Sub-CA certificate and
associated key pair generation (refer to sections 4.1.1, 4.1.2, 4.2.1, 4.2.2, 4.2.3Error! Reference source not
found., 4.3.1, 4.4.1 and 4.4.2 above).

4.7.2  Subscriber

Refer to section 4.1.1, 4.1.2, 4.2.1, 4.2.2, 4.2.3Error! Reference source not found., 4.3.1, 4.4.1 and 4.4.2
above but for authentication it is the section 3.3 that shall be applied.

4.8 Certificate Modification

According to RFC 3647, certificate modification is the process of generating new certificates using the same
key pair.

This practice is not allowed for Subscriber certificates. If a new certificate is created, a new key pair is
created. This practice is authorized for CA and procedure remains the same as for the first CA certificate.

4.9 Certificate Revocation and Suspension

49.1 Circumstances for Revocation

Any certificate shall be revoked when the binding between the certificate and the public key it contains is no
longer considered valid. Examples of circumstances that invalidate the binding are:

- The RCA or ICA issuing CA in the chain is revoked or ceases activity.

- The subscriber fails to comply with the necessary obligations and security rules in the CP or CPS.

- The subscriber ceases operating, or is otherwise no longer associated with the issuing organization.

- The private key is suspected of compromise or is compromised or is suspected of being compromised.

- Change in policy as directed by the PMA, including requirements for key length, algorithm, validity date,
or other certificate attributes.

- Other reasons as directed by the PMA.

49.11 Sub-CA

Sub-CA certificate revocation may only be directed by the PMA. In addition to the above, a Sub-CA
certificate may be revoked when:

- The PMA directs that the Sub-CA is to cease operating.

- If the Sub-CA loses its license to issue certificates.

- The Sub-CA violates this CP or its own internal CP, at the discretion of the PMA.

- The entity owning the Sub-CA ceases to operate, or ends its Sub-CA services to DOCUSIGN FRANCE.

49.1.2 Subscriber

A certificate is revoked when the binding between the certificate and the public key it contains is considered
no longer valid. Circumstances for physical person that invalidate the binding are:

- The CAis revoked.

- DN information filled incorrectly.

- The physical person or RA failed to comply with the necessary obligations and security rules in the CP
and CPS.

- The certificate corresponding to the private key has been lost or compromised or suspected to be.

- Any other reasons indicated by PMA.

49.2 Who Can Request Revocation

4921 Sub-CA

Only the PMA has the authority to request Sub-CA certificate revocation.
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4.9.2.2  Subscriber
The physical person can submit a revocation request in the following cases:

- DN information filled incorrectly.
- The certificate corresponding to the private key has been lost or compromised or suspected to be.

The RA can submit a revocation request in the following cases:

- DN information filled incorrectly.
- The certificate corresponding to the private key has been lost or compromised or suspected to be.

The PMA can submit a revocation request in the following cases:

- The CAis revoked.

- The physical person or RA failed to comply with the necessary obligations and security rules in the CP
and CPS.

- The certificate corresponding to the private key has been lost or compromised or suspected to be.

- Any other reasons indicated by PMA

49.3 Revocation Request Procedure

4931 Sub-CA

The revocation of a Sub-CA certificate shall require the authorization of the PMA. The PMA shall direct the
revocation by issuance of a signed document instructing the revocation to the ICA.

The revocation by the ICA shall be performed according to the written procedures of the ICA service
provider.

4.9.3.2  Subscriber

Revocation requests are authenticated by the RA.

The revocation request is stored in the RA’s logs.

The RA authenticates the revocation request it receives (refer to section 3.4 above).

The RA transmits the revocation request to the CA.

The CA authenticates the RA and makes sure the request was issued by an RA authorized by the Sub-CA.

The Sub-CA revokes the certificate by including the certificate's serial number in the next CRL to be issued
by the Sub-CA if the certificate is not expired.

The reason code set in CRL is always “unspecified”.

RA shall inform the Subscriber about the new status of the certificate.

49.4  Revocation Request Grace Period

4941 Sub-CA

The ICA shall process revocation of Sub-CA certificates upon receipt of direction from the PMA. This
revocation shall be processed as quickly as possible not to exceed 10 business days.

49.4.2  Subscriber

There is no revocation grace period. Responsible parties must request revocation as soon as t